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Overview

•Use synthetic data to improve the adversarial robustness
•Present contrastive-guided diffusion model to generate synthetic data
•Shed light on the optimal synthetic distribution for downstream tasks

Motivations

• [1] achieves the state-of-the-art performance on adversarial robustness on the CIFAR-10
dataset by leveraging 100M high-quality synthetic images generated by DDPM [2].

•DDPM is usually 1000 times slower than GAN [3], which takes more than 99 GPU days
on a RTX 4x2080Ti GPU cluster for generating 100M image data.

•Goal: improving the sample efficiency of synthetic data, especially for diffusion model.

Theoretical Insights

Learning paradigm:

Synthetic Data

Learning paradigm:
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Lemma 2. For any D̃ in the class of optimal distribution D̃⇤, the smaller the variance D̃ is, the
smaller sample complexity D̃ has.

Proof of Lemma 2. It is a straight forward conclusion derived from equation 6 and 3.12. We can
further extend beyond Gaussian setting, like other heavy-tail distributions.

Based on the previous lemmas, below we summarize the performance guarantee for classification
errors under several representative scenarios of synthetic distributions.

Lemma 3. Consider a special form of synthetic distributions D̃X = 0.5N (µ̃, �2I) +

0.5N (�µ̃, �2I) and suppose {x̃1, x̃2, · · · x̃ñ} are samples from D̃X . We generate pseudo-labels
ỹi = sign(✓̂T

intermediatex̃i), i = 1, · · · , ñ, using the intermediate classifier ✓̂intermediate = 1
n

Pn
i=1 yixi

learned from real data. Then, we learn ✓̂final on D̃ñ = {(x̃1, ỹ1), · · · , (x̃ñ, ỹñ)} by ✓̂final =
1
ñ

Pñ
i=1 ỹix̃i. We have

• hµ̃, µi = 0, error achieves maximum ⇥
• µ̃ = cµ, error achieves minimum X c %) error %

1. When hµ̃, µi = 0, the standard error errstandard

⇣
f✓̂final

⌘
achieves the maximum and when

hµ̃, µ � "1di = 0, the robust error errrobust

⇣
f✓̂final

⌘
achieves the maximum.

2. When µ̃ = cµ, where c is a positive scalar, the standard error errstandard

⇣
f✓̂final

⌘
achieves

the minimum, while the bigger the c is, the smaller the errstandard

⇣
f✓̂final

⌘
is.

3. When µ̃ = c(µ � "1d), where c is a positive scalar, the robust error err1,"
robust

⇣
f✓̂final

⌘

achieves the minimum, while the bigger the c is, the small the err1,"
robust

⇣
f✓̂final

⌘
is.

Proof of Lemma 3. We follow the similar proof in Carmon et al. (2019). Let bi be the indicator that
the i th pseudo-label is incorrect, so that x̃i ⇠ N

�
(1 � 2bi) ỹiµ̃, �2I

�
, and let

� :=
1

ñ

n̄X

i=1

(1 � 2bi) 2 [�1, 1].

We may write the final estimator as

✓̂final =
1

ñ

ñX

i=1

ỹix̃i = �µ̃ +
1

ñ

ñX

i=1

ỹi"i

where "i ⇠ N
�
0, �2I

�
independent of each other. Defining �̃ := ✓̂final � �µ̃, then we have a

detailed discussion about the inverse of the term inside Gaussian error function.

1. ���✓̂final

���
2

⇣
µ>✓̂final

⌘2 =
k�̃ + �µ̃k2

⇣
�hµ, µ̃i + µT �̃

⌘2 .

When hµ̃, µi, k✓̂final k2

(µ>✓̂final )
2 achieves its maximum and plug it in Equation 6, the standard error

errstandard

⇣
f✓̂final

⌘
achieves its maximum, which proves the first part.

2We need to assume µi is larger than ".
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Lemma 2. For any D̃ in the class of optimal distribution D̃⇤, the smaller the variance D̃ is, the
smaller sample complexity D̃ has.

Proof of Lemma 2. It is a straight forward conclusion derived from equation 6 and 3.12. We can
further extend beyond Gaussian setting, like other heavy-tail distributions.

Based on the previous lemmas, below we summarize the performance guarantee for classification
errors under several representative scenarios of synthetic distributions.
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�
, and let

� :=
1

ñ
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• (Sample Complexity) Under the parameter setting ϵ < 1
2, σ = (nd)1/4, ∥µ∥2 = d, there

exists a universal constant C̃ such that for ϵ2
√
d/n ≥ C̃, where n is the number of labeled

real data used to construct the intermediate classifier, and additional ñ synthetic feature
generated with mean vector ±cµ and pseudo labels, if

ñ ≥ 288n

c
ϵ2

√√√√√d

n
,

then
Eθ̂final

[ err robust (fθ̂final
)] ≤ 10−3.

Main Algorithm
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Algorithm 1 Generation in Contrasive-guided Diffusion Process (Constrastive-DP)

1: XT = {x
(i)
T }N

i=1 ⇠ N (0, I)
2: t = T
3: while t 6= 1 do
4: for i = 1:N do
5: z ⇠ N (0, I)
6: Choosing x

(i)
p as the positive pair of x

(i)
t

7: �x
(i)
t = � · r

x
(i)
t
`contrastive(x

(i)
t , x

(i)
p ; ⌧) + ✏✓

⇣
x

(i)
t , t

⌘

8: x
(i)
t�1 =

p
↵t�1

✓
x

(i)
t �p

1�↵t�x
(i)
tp

↵t

◆
+
p

1 � ↵t�1 · �x
(i)
t

9: t = t � 1
10: end for
11: end while
12: return X0 = {x

(i)
0 }N

i=1

procedure in Section 4.1, then we describe the detailed design of the contrastive loss in Section 4.2
and the simulation results in Section 4.3. remove red colors in the algorithm

4.1 CONTRASTIVE-GUIDED DIFFUSION PROCESS

The detailed generation step of Contrastive-DP is demonstrated in Algorithm 1. We highlight some
major differences between the generation steps of Contrastive-DP and vanilla DDIM. First of all, we
add the gradient of contrastive loss `contrastive(x

(i)
t , x

(i)
p ; ⌧) w.r.t. current state x

(i)
t to the generation

process, this ensures that x
(i)
t will be distinguishable among the image in the same batch; here x

(i)
p is

the positive pair w.r.t x
(i)
t , ⌧ is the temperature for softmax, and � is the hyperparameter balancing

the gradient of the contrastive loss with the diffusion process. We can adopt multiple forms of
contrastive loss functions together with different strategies to form positive pairs and negative pairs,
which will be discussed in detail in 4.2.

Figure 1 demonstrates the effectiveness of synthetic distribution guided by contrastive loss. Figure
1 (a) demonstrates the synthetic data by diffusion model, which recovers the ground-truth class
conditional Gaussian distribution well. After adding the guidance of the contrastive loss, i.e. the
gradient w.r.t xt on each diffusion step, we get the final synthetic distribution as shown in Figure
1 (b), which is more distinguishable with smaller variance. Training a model on that synthetic
distribution has smaller sample complexity than under true distributions.

(a) Diffusion (b) Diffusion guided by conditional contrastive
loss with hard negative mining

Figure 1: An illustration of the effectiveness of synthetic distribution guided by contrastive loss.
Diffusion guided by conditional contrastive loss has larger c and small variance, which is more data
efficient for training a robust model.
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4.2 CONTRASTIVE LOSS FOR DIFFUSION PROCESS

In general, we adopt two concrete forms of the contrastive loss `contrastive(x
(i)
t , x

(i)
p ; ⌧) used in Algo-

rithm 1.

InfoNCE loss. Let X = x1, ..., xN be a minibatch of training images, where xi 2 RW⇥H is the
ith image in that minibatch. The InfoNCE loss is defined as:

`InfoNCE (xa, xp; ⌧) = � log

0
@

exp
⇣
f (xa)

>
f (xp) /⌧

⌘

Pm
k=1 1k 6=a · exp

⇣
f (xa)

>
f (xk) /⌧

⌘

1
A ,

where ⌧ denotes the temperature for softmax, xa, xp denote the anchor and the positive pair, re-
spectively, all images except the anchor xa in the minibatch X is negative pairs.

The motivation to adopt contrastive loss in generation is to enhance the discriminative ability of
different classes in the feature space. However, the InfoNCE loss is an unsupervised learning metric
and doesn’t explicitly distinguish the representation from different classes, which implicitly regards
the representation from the same class as negative pair. To mitigate this problem, a different negative
hard mining criterion was proposed in Chuang et al. (2020); Robinson et al. (2021).

Hard negative mining contrastive loss. The hard negative mining contrastive loss is defined as:
`HNM (xa, xp; ⌧) =

� log

exp

✓
f(xa)T f(xp)

⌧

◆

exp

✓
f(xa)T f(xp)

⌧

◆
+ N

⌧�

⇣
Exn⇠q�

h
exp

⇣
f(xa)T f(xn)

⌧

⌘i
� ⌧+E

v⇠q+
�

h
exp

⇣
f(xa)T f(v)

⌧

⌘i⌘ ,

where N denotes the number of images in the minibatch, ⌧� = 1 � ⌧+ denotes the probability
of observing any different class with xa and q� is an unnormalized von Mises–Fisher distribution
(Jammalamadaka, 2011), with mean direction f(x) and “concentration parameter” � to control the
hardness of negative mining; q� and q+

� can be easily approximated by Monte-Carlo importance
sampling techniques. We refer to Robinson et al. (2021) for detailed descriptions for hard negative
mining contrastive loss.

Positive pair and negative pair mining strategy.

1. Vanilla version: Using all the sample in the minibatch is the common strategy for the con-
trastive learning. In the diffusion process, since for each time step t, we want to distinguish
each image from other images in the minibatch at the same time step, a straight-forward
strategy is to use all the sample in the minibatch other than xi at time step t to be the neg-
ative pairs. For the positive pairs, we can simply adopt xt+1 to be the positive pairs rather
than augmentation of xt.

2. Real data as positive pairs: A possible improvement upon vanilla version is considering we
aim to generate images similar to real data, why don’t we directly adopt the real data as the
positive pairs.

3. Real data as negative pairs: Another improvement upon vanilla version is considering the
other images in time step t in the minibatch is not as high quality as the real data, why don’t
we directly adopt the real data as the negative pairs.

4. Class conditional version : When we use conditional diffusion and the class label of xt in
the minibatch is available, a further improvement can be adopt is to use all the sample with
different class label y in the minibatch at time step t to be the negative pairs.

4.3 SIMULATION RESULTS

Figure 2, Figure 3 in Appendix A.3 demonstrate the synthetic data distribution guided by different
kinds of contrastive loss. InfoNCE loss and hard negative mining method cannot explicitly distin-
guish the the data within the small class and therefore form a circle within each class to maximize
the distance between samples, while conditional version of contrastive loss (given the oracle class)
can make two classes more separable.
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sion model in Section 5.2.

5.1. Experimental Results

We test the contrastive-DP algorithm on three image
datasets, the MNIST dataset (LeCun et al., 1998), CIFAR-
10 dataset (Krizhevsky, 2009), and the Traffic Signs dataset
(Houben et al., 2013). A detailed description of the pipeline
for generating data and the corresponding hyperparameter
can be found in Appendix D.3.

Figure 3 shows the efficacy of synthetic data in terms of
improving adversarial robustness on MNIST data. We fix
the total number of images for training the classifier as 5K
(e.g., when we use 1K real data and 4K synthetic data, to
avoid information leakage, we only use these 1K real data
to train the diffusion model. The same case for 2K, 3K,
and 4K.) 2 Notably, synthetic data improves the clean and
robust accuracy even without using any real data, which is
consistent with the results in Proposition 3.2 and Theorem
3.4. Moreover, lots of proposed methods (Madry et al., 2017;
Tsipras et al., 2018; Zhang et al., 2019) improves the robust
accuracy at the sacrifice of clean accuracy, while adding
contrastive guidance increase both the clean and the robust
accuracy at the same time under the majority of the settings
in Figure 3, which shows the potential of Contrastive-DP
in achieving a better trade-off between clean and robust
accuracy.

(a) acc (b) rob acc

Figure 3. The efficacy of the synthetic data on MNIST dataset. All
the results are trained with 5K data (with different proportions
of real and synthetic data). Subfigure (a) and (b) show the clean
and adversarial accuracy on the MNIST dataset, respectively. The
dashed line is the performance training only on 5K real data.

Table 2 demonstrates the effectiveness of our contrastive-
DP algorithm on the CIFAR-10 dataset 3, which achieves
better robust accuracy on all data regimes than the vanilla

2The case with 5K training images is a special scenario: (i) the
accuracy resulted from using all of the 5K real data is the baseline
(dashed line shown in Figure 3); (ii) while the accuracy resulted
from using 5K synthetic data generated by the diffusion model
trained on 5K real data is shown in the scatter plot.

3Since the Pytorch Implementation of (Gowal et al., 2021) is
not open source, we utilize the best unofficial implementation to
reconduct all the experiments for a fair comparison.

(a) DDIM (b) Contrasrive-DP

Figure 4. Comparison of the Contrastive-DP with the vanilla
DDIM. The image in the same position on subfigures (a) and
(b) has the same initialization.

DDPM and DDIM. All of the results are higher than the
baseline result without synthetic data (81.98% ± 0.58% for
clean accuracy and 50.42% ± 0.35% for robust accuracy)
by a large margin (+6.18% in 50K setting and +9.57% in
1M setting). Table 3 demonstrates the effectiveness of our
contrastive-DP algorithm on the Traffic Signs dataset. Our
contrastive-DP achieves better clean and robust accuracy
than the vanilla DDPM model and is also higher than the
baseline result without synthetic data by a large margin
(+10.24%).

To visualize the effectiveness of the guidance, we use
the same initialization to generate images by DDIM and
Contrastive-DP. We find the guidance of the contrastive loss
changes the category of the synthetic images or makes the
synthetic images realistic (colorful).

Moreover, we visualize the t-SNE of the finial classifier
learned on different synthetic data. We find with the guid-
ance of the contrastive loss, the final classifier learns a better
representation that makes the feature of the images from dif-
ferent classes more separable than the final classifier learned
on the images generated by the vanilla DDIM.

(a) DDIM (b) Contrastive-DP

Figure 5. A comparison of the T-SNE of the final classifier learned
on different synthetic data on the CIFAR-10 dataset.

5.2. Ablation Studies

In this subsection, we investigate the effectiveness of seven
kinds of contrastive loss, the effect of strength of the con-
trastive loss, and four proposed selection criterion for choos-
ing more informative data from synthetic data. Due to the
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Algorithm 1 Generation in Contrasive-guided Diffusion Process (Constrastive-DP)

1: XT = {x
(i)
T }N

i=1 ⇠ N (0, I)
2: t = T
3: while t 6= 1 do
4: for i = 1:N do
5: z ⇠ N (0, I)
6: Choosing x

(i)
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(i)
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7: �x
(i)
t = � · r

x
(i)
t
`contrastive(x

(i)
t , x

(i)
p ; ⌧) + ✏✓

⇣
x

(i)
t , t

⌘

8: x
(i)
t�1 =

p
↵t�1

✓
x

(i)
t �p

1�↵t�x
(i)
tp

↵t

◆
+
p

1 � ↵t�1 · �x
(i)
t

9: t = t � 1
10: end for
11: end while
12: return X0 = {x

(i)
0 }N

i=1

procedure in Section 4.1, then we describe the detailed design of the contrastive loss in Section 4.2
and the simulation results in Section 4.3. remove red colors in the algorithm

4.1 CONTRASTIVE-GUIDED DIFFUSION PROCESS

The detailed generation step of Contrastive-DP is demonstrated in Algorithm 1. We highlight some
major differences between the generation steps of Contrastive-DP and vanilla DDIM. First of all, we
add the gradient of contrastive loss `contrastive(x

(i)
t , x

(i)
p ; ⌧) w.r.t. current state x

(i)
t to the generation

process, this ensures that x
(i)
t will be distinguishable among the image in the same batch; here x

(i)
p is

the positive pair w.r.t x
(i)
t , ⌧ is the temperature for softmax, and � is the hyperparameter balancing

the gradient of the contrastive loss with the diffusion process. We can adopt multiple forms of
contrastive loss functions together with different strategies to form positive pairs and negative pairs,
which will be discussed in detail in 4.2.

Figure 1 demonstrates the effectiveness of synthetic distribution guided by contrastive loss. Figure
1 (a) demonstrates the synthetic data by diffusion model, which recovers the ground-truth class
conditional Gaussian distribution well. After adding the guidance of the contrastive loss, i.e. the
gradient w.r.t xt on each diffusion step, we get the final synthetic distribution as shown in Figure
1 (b), which is more distinguishable with smaller variance. Training a model on that synthetic
distribution has smaller sample complexity than under true distributions.

(a) Diffusion (b) Diffusion guided by conditional contrastive
loss with hard negative mining

Figure 1: An illustration of the effectiveness of synthetic distribution guided by contrastive loss.
Diffusion guided by conditional contrastive loss has larger c and small variance, which is more data
efficient for training a robust model.
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4.2 CONTRASTIVE LOSS FOR DIFFUSION PROCESS

In general, we adopt two concrete forms of the contrastive loss `contrastive(x
(i)
t , x

(i)
p ; ⌧) used in Algo-

rithm 1.

InfoNCE loss. Let X = x1, ..., xN be a minibatch of training images, where xi 2 RW⇥H is the
ith image in that minibatch. The InfoNCE loss is defined as:

`InfoNCE (xa, xp; ⌧) = � log

0
@

exp
⇣
f (xa)

>
f (xp) /⌧

⌘

Pm
k=1 1k 6=a · exp

⇣
f (xa)

>
f (xk) /⌧

⌘

1
A ,

where ⌧ denotes the temperature for softmax, xa, xp denote the anchor and the positive pair, re-
spectively, all images except the anchor xa in the minibatch X is negative pairs.

The motivation to adopt contrastive loss in generation is to enhance the discriminative ability of
different classes in the feature space. However, the InfoNCE loss is an unsupervised learning metric
and doesn’t explicitly distinguish the representation from different classes, which implicitly regards
the representation from the same class as negative pair. To mitigate this problem, a different negative
hard mining criterion was proposed in Chuang et al. (2020); Robinson et al. (2021).

Hard negative mining contrastive loss. The hard negative mining contrastive loss is defined as:
`HNM (xa, xp; ⌧) =

� log

exp

✓
f(xa)T f(xp)

⌧

◆

exp

✓
f(xa)T f(xp)

⌧

◆
+ N

⌧�

⇣
Exn⇠q�

h
exp

⇣
f(xa)T f(xn)

⌧

⌘i
� ⌧+E

v⇠q+
�

h
exp

⇣
f(xa)T f(v)

⌧

⌘i⌘ ,

where N denotes the number of images in the minibatch, ⌧� = 1 � ⌧+ denotes the probability
of observing any different class with xa and q� is an unnormalized von Mises–Fisher distribution
(Jammalamadaka, 2011), with mean direction f(x) and “concentration parameter” � to control the
hardness of negative mining; q� and q+

� can be easily approximated by Monte-Carlo importance
sampling techniques. We refer to Robinson et al. (2021) for detailed descriptions for hard negative
mining contrastive loss.

Positive pair and negative pair mining strategy.

1. Vanilla version: Using all the sample in the minibatch is the common strategy for the con-
trastive learning. In the diffusion process, since for each time step t, we want to distinguish
each image from other images in the minibatch at the same time step, a straight-forward
strategy is to use all the sample in the minibatch other than xi at time step t to be the neg-
ative pairs. For the positive pairs, we can simply adopt xt+1 to be the positive pairs rather
than augmentation of xt.

2. Real data as positive pairs: A possible improvement upon vanilla version is considering we
aim to generate images similar to real data, why don’t we directly adopt the real data as the
positive pairs.

3. Real data as negative pairs: Another improvement upon vanilla version is considering the
other images in time step t in the minibatch is not as high quality as the real data, why don’t
we directly adopt the real data as the negative pairs.

4. Class conditional version : When we use conditional diffusion and the class label of xt in
the minibatch is available, a further improvement can be adopt is to use all the sample with
different class label y in the minibatch at time step t to be the negative pairs.

4.3 SIMULATION RESULTS

Figure 2, Figure 3 in Appendix A.3 demonstrate the synthetic data distribution guided by different
kinds of contrastive loss. InfoNCE loss and hard negative mining method cannot explicitly distin-
guish the the data within the small class and therefore form a circle within each class to maximize
the distance between samples, while conditional version of contrastive loss (given the oracle class)
can make two classes more separable.
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Visualizations

(a) DDIM

(b) Contrasrive-DP
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Overview
• Use synthetic data to improve the adversarial robustness
• Present contrastive-guided diffusion model to generate synthetic data
• Shed light on the optimal synthetic distribution for downstream tasks

Motivations

• [1] achieves the state-of-the-art performance on adversarial robustness on the CIFAR-10
dataset by leveraging 100M high-quality synthetic images generated by DDPM [2].

• DDPM is usually 1000 times slower than GAN [3], which takes more than 99 GPU
days on a RTX 4x2080Ti GPU cluster for generating 100M image data.

• Goal: improving the sample efficiency of synthetic data, especially for diffusion model.
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Lemma 2. For any D̃ in the class of optimal distribution D̃⇤, the smaller the variance D̃ is, the
smaller sample complexity D̃ has.

Proof of Lemma 2. It is a straight forward conclusion derived from equation 6 and 3.12. We can
further extend beyond Gaussian setting, like other heavy-tail distributions.

Based on the previous lemmas, below we summarize the performance guarantee for classification
errors under several representative scenarios of synthetic distributions.

Lemma 3. Consider a special form of synthetic distributions D̃X = 0.5N (µ̃, �2I) +

0.5N (�µ̃, �2I) and suppose {x̃1, x̃2, · · · x̃ñ} are samples from D̃X . We generate pseudo-labels
ỹi = sign(✓̂T

intermediatex̃i), i = 1, · · · , ñ, using the intermediate classifier ✓̂intermediate = 1
n

Pn
i=1 yixi

learned from real data. Then, we learn ✓̂final on D̃ñ = {(x̃1, ỹ1), · · · , (x̃ñ, ỹñ)} by ✓̂final =
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Lemma 2. For any D̃ in the class of optimal distribution D̃⇤, the smaller the variance D̃ is, the
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Revision direction

Theorem
Under the parameter setting ε < 1

2 , σ = (nd)1/4, ‖µ‖2 = d, there exists a
universal constant C̃ such that for ε2

√
d/n ≥ C̃, where n is the number of

labeled real data used to construct the intermediate classifier, and
additional ñ synthetic feature generated with mean vector ±cµ and
pseudo labels, if

ñ ≥ 288n

c
ε2

√
d

n
,

then
Eθ̂final

[ err robust (fθ̂final
)] ≤ 10−3.
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Algorithm 1 Generation in Contrasive-guided Diffusion Process (Constrastive-DP)

1: XT = {x
(i)
T }N

i=1 ⇠ N (0, I)
2: t = T
3: while t 6= 1 do
4: for i = 1:N do
5: z ⇠ N (0, I)
6: Choosing x

(i)
p as the positive pair of x

(i)
t

7: �x
(i)
t = � · r

x
(i)
t
`contrastive(x

(i)
t , x

(i)
p ; ⌧) + ✏✓

⇣
x

(i)
t , t

⌘

8: x
(i)
t�1 =

p
↵t�1

✓
x

(i)
t �p

1�↵t�x
(i)
tp

↵t

◆
+
p

1 � ↵t�1 · �x
(i)
t

9: t = t � 1
10: end for
11: end while
12: return X0 = {x

(i)
0 }N

i=1

procedure in Section 4.1, then we describe the detailed design of the contrastive loss in Section 4.2
and the simulation results in Section 4.3. remove red colors in the algorithm

4.1 CONTRASTIVE-GUIDED DIFFUSION PROCESS

The detailed generation step of Contrastive-DP is demonstrated in Algorithm 1. We highlight some
major differences between the generation steps of Contrastive-DP and vanilla DDIM. First of all, we
add the gradient of contrastive loss `contrastive(x

(i)
t , x

(i)
p ; ⌧) w.r.t. current state x

(i)
t to the generation

process, this ensures that x
(i)
t will be distinguishable among the image in the same batch; here x

(i)
p is

the positive pair w.r.t x
(i)
t , ⌧ is the temperature for softmax, and � is the hyperparameter balancing

the gradient of the contrastive loss with the diffusion process. We can adopt multiple forms of
contrastive loss functions together with different strategies to form positive pairs and negative pairs,
which will be discussed in detail in 4.2.

Figure 1 demonstrates the effectiveness of synthetic distribution guided by contrastive loss. Figure
1 (a) demonstrates the synthetic data by diffusion model, which recovers the ground-truth class
conditional Gaussian distribution well. After adding the guidance of the contrastive loss, i.e. the
gradient w.r.t xt on each diffusion step, we get the final synthetic distribution as shown in Figure
1 (b), which is more distinguishable with smaller variance. Training a model on that synthetic
distribution has smaller sample complexity than under true distributions.

(a) Diffusion (b) Diffusion guided by conditional contrastive
loss with hard negative mining

Figure 1: An illustration of the effectiveness of synthetic distribution guided by contrastive loss.
Diffusion guided by conditional contrastive loss has larger c and small variance, which is more data
efficient for training a robust model.
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4.2 CONTRASTIVE LOSS FOR DIFFUSION PROCESS

In general, we adopt two concrete forms of the contrastive loss `contrastive(x
(i)
t , x

(i)
p ; ⌧) used in Algo-

rithm 1.

InfoNCE loss. Let X = x1, ..., xN be a minibatch of training images, where xi 2 RW⇥H is the
ith image in that minibatch. The InfoNCE loss is defined as:

`InfoNCE (xa, xp; ⌧) = � log

0
@

exp
⇣
f (xa)

>
f (xp) /⌧

⌘

Pm
k=1 1k 6=a · exp

⇣
f (xa)

>
f (xk) /⌧

⌘

1
A ,

where ⌧ denotes the temperature for softmax, xa, xp denote the anchor and the positive pair, re-
spectively, all images except the anchor xa in the minibatch X is negative pairs.

The motivation to adopt contrastive loss in generation is to enhance the discriminative ability of
different classes in the feature space. However, the InfoNCE loss is an unsupervised learning metric
and doesn’t explicitly distinguish the representation from different classes, which implicitly regards
the representation from the same class as negative pair. To mitigate this problem, a different negative
hard mining criterion was proposed in Chuang et al. (2020); Robinson et al. (2021).

Hard negative mining contrastive loss. The hard negative mining contrastive loss is defined as:
`HNM (xa, xp; ⌧) =

� log

exp

✓
f(xa)T f(xp)

⌧

◆

exp

✓
f(xa)T f(xp)

⌧

◆
+ N

⌧�

⇣
Exn⇠q�

h
exp

⇣
f(xa)T f(xn)

⌧

⌘i
� ⌧+E

v⇠q+
�

h
exp

⇣
f(xa)T f(v)

⌧

⌘i⌘ ,

where N denotes the number of images in the minibatch, ⌧� = 1 � ⌧+ denotes the probability
of observing any different class with xa and q� is an unnormalized von Mises–Fisher distribution
(Jammalamadaka, 2011), with mean direction f(x) and “concentration parameter” � to control the
hardness of negative mining; q� and q+

� can be easily approximated by Monte-Carlo importance
sampling techniques. We refer to Robinson et al. (2021) for detailed descriptions for hard negative
mining contrastive loss.

Positive pair and negative pair mining strategy.

1. Vanilla version: Using all the sample in the minibatch is the common strategy for the con-
trastive learning. In the diffusion process, since for each time step t, we want to distinguish
each image from other images in the minibatch at the same time step, a straight-forward
strategy is to use all the sample in the minibatch other than xi at time step t to be the neg-
ative pairs. For the positive pairs, we can simply adopt xt+1 to be the positive pairs rather
than augmentation of xt.

2. Real data as positive pairs: A possible improvement upon vanilla version is considering we
aim to generate images similar to real data, why don’t we directly adopt the real data as the
positive pairs.

3. Real data as negative pairs: Another improvement upon vanilla version is considering the
other images in time step t in the minibatch is not as high quality as the real data, why don’t
we directly adopt the real data as the negative pairs.

4. Class conditional version : When we use conditional diffusion and the class label of xt in
the minibatch is available, a further improvement can be adopt is to use all the sample with
different class label y in the minibatch at time step t to be the negative pairs.

4.3 SIMULATION RESULTS

Figure 2, Figure 3 in Appendix A.3 demonstrate the synthetic data distribution guided by different
kinds of contrastive loss. InfoNCE loss and hard negative mining method cannot explicitly distin-
guish the the data within the small class and therefore form a circle within each class to maximize
the distance between samples, while conditional version of contrastive loss (given the oracle class)
can make two classes more separable.
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Some contrastive losses:

Improving Adversarial Robustness Through the Contrastive-Guided Diffusion Process

sion model in Section 5.2.

5.1. Experimental Results

We test the contrastive-DP algorithm on three image
datasets, the MNIST dataset (LeCun et al., 1998), CIFAR-
10 dataset (Krizhevsky, 2009), and the Traffic Signs dataset
(Houben et al., 2013). A detailed description of the pipeline
for generating data and the corresponding hyperparameter
can be found in Appendix D.3.

Figure 3 shows the efficacy of synthetic data in terms of
improving adversarial robustness on MNIST data. We fix
the total number of images for training the classifier as 5K
(e.g., when we use 1K real data and 4K synthetic data, to
avoid information leakage, we only use these 1K real data
to train the diffusion model. The same case for 2K, 3K,
and 4K.) 2 Notably, synthetic data improves the clean and
robust accuracy even without using any real data, which is
consistent with the results in Proposition 3.2 and Theorem
3.4. Moreover, lots of proposed methods (Madry et al., 2017;
Tsipras et al., 2018; Zhang et al., 2019) improves the robust
accuracy at the sacrifice of clean accuracy, while adding
contrastive guidance increase both the clean and the robust
accuracy at the same time under the majority of the settings
in Figure 3, which shows the potential of Contrastive-DP
in achieving a better trade-off between clean and robust
accuracy.

(a) acc (b) rob acc

Figure 3. The efficacy of the synthetic data on MNIST dataset. All
the results are trained with 5K data (with different proportions
of real and synthetic data). Subfigure (a) and (b) show the clean
and adversarial accuracy on the MNIST dataset, respectively. The
dashed line is the performance training only on 5K real data.

Table 2 demonstrates the effectiveness of our contrastive-
DP algorithm on the CIFAR-10 dataset 3, which achieves
better robust accuracy on all data regimes than the vanilla

2The case with 5K training images is a special scenario: (i) the
accuracy resulted from using all of the 5K real data is the baseline
(dashed line shown in Figure 3); (ii) while the accuracy resulted
from using 5K synthetic data generated by the diffusion model
trained on 5K real data is shown in the scatter plot.

3Since the Pytorch Implementation of (Gowal et al., 2021) is
not open source, we utilize the best unofficial implementation to
reconduct all the experiments for a fair comparison.

(a) DDIM (b) Contrasrive-DP

Figure 4. Comparison of the Contrastive-DP with the vanilla
DDIM. The image in the same position on subfigures (a) and
(b) has the same initialization.

DDPM and DDIM. All of the results are higher than the
baseline result without synthetic data (81.98% ± 0.58% for
clean accuracy and 50.42% ± 0.35% for robust accuracy)
by a large margin (+6.18% in 50K setting and +9.57% in
1M setting). Table 3 demonstrates the effectiveness of our
contrastive-DP algorithm on the Traffic Signs dataset. Our
contrastive-DP achieves better clean and robust accuracy
than the vanilla DDPM model and is also higher than the
baseline result without synthetic data by a large margin
(+10.24%).

To visualize the effectiveness of the guidance, we use
the same initialization to generate images by DDIM and
Contrastive-DP. We find the guidance of the contrastive loss
changes the category of the synthetic images or makes the
synthetic images realistic (colorful).

Moreover, we visualize the t-SNE of the finial classifier
learned on different synthetic data. We find with the guid-
ance of the contrastive loss, the final classifier learns a better
representation that makes the feature of the images from dif-
ferent classes more separable than the final classifier learned
on the images generated by the vanilla DDIM.

(a) DDIM (b) Contrastive-DP

Figure 5. A comparison of the T-SNE of the final classifier learned
on different synthetic data on the CIFAR-10 dataset.

5.2. Ablation Studies

In this subsection, we investigate the effectiveness of seven
kinds of contrastive loss, the effect of strength of the con-
trastive loss, and four proposed selection criterion for choos-
ing more informative data from synthetic data. Due to the
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(a) Diffusion (b)Contrastive-DP

(c) InfoNCE (d)Hard negative mining

CIFAR-10 Results

50K 200K 1M
clean acc rob acc clean acc rob acc clean acc rob acc

DDIM 84.05%(0.06%) 56.29%(0.15%) 84.86%(0.43%) 57.83%(0.28%) 85.73%(0.51%) 59.85%(0.26%)
Contrastive-DP 83.66%(0.21%) 56.60%(0.17%) 85.71%(0.18%) 58.24%(0.20%) 86.30%(0.09%) 59.99%(0.23%)
DDPM 84.84%(0.37%) 56.30%(0.06%) 85.23%(0.25%) 58.28%(0.09%) 86.86%(0.04%) 59.03%(0.16%)
Contrastive-DP 84.70%(0.43%) 56.18%(0.10%) 85.61%(0.14%) 58.62%(0.12%) 86.30%(0.10%) 59.74%(0.26%)
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Ablation Study

50K 200K 1M
clean acc rob acc clean acc rob acc clean acc rob acc

DDIM (Separability) 79.93% 49.49% 85.09% 54.90% 84.87% 56.08%
Contrastive-DP (Gradient norm) 80.41% 49.47% 84.64% 55.17% 86.36% 57.11%
Contrastive-DP (Gradient norm-rob) 83.91% 55.23% 84.78% 55.42% 85.93% 57.18%
Contrastive-DP (Entropy) 83.66% 53.91% 85.71% 55.79% 86.30% 56.84%
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