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Data Analysis for Graphs

® Much of the data of scientific interest comes in the form of graphs
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® Dynamic data: Change in community memberships

Social Networks
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Dynamics in Graphs
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Privacy Threats in Information Networks

® Growing aggregation & use of personal data
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Privacy Threats in Information Networks

® Growing aggregation & use of personal data

® Data Release Applications

© Google Maps: traffic monitoring, location tracking
© YouTube: recommendations
© Apple: learns frequent emojis
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Privacy Threats in Information Networks
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Research Question: How to detect community change in an online and private way?
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Problem Setup: Censored Block Models (CBMs)

® A random graph model with two communities

[ —— Observed
----- Absent

Nodes within a community

tend to connect more compared

to nodes across different
communities
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- Some edges might be censored (due to some errors)

P : probability of an edge is being observed
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Problem Setup: Change-point in CBMs

® Censored stochastic block model with two communities

® Change point at time v

pre-change known (estimable) |  post-change unknown
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Problem Setup: Change-point in CBMs

® Goal: Detect the unknown change-point as quickly as possible, while controlling the false alarm rate
and subject to privacy requirements

detection delay

20 I

run length 45

10

threshold b 5

0 200 400 600 K 800
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Problem Setup: Graph Differential Privacy (DP)

® [dge DP: . .
® Hide the presence or absence of an edge
o Notion: (¢, 0)- edge DP © Romantic relationships
Pr(6(A) =0) <e‘Pr(c(A')=0)+ © “Friendships”

VA, A’ that differ in one edge © Financial transactions
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® The Privacy Toolkit: Techniques to achieve Graph DP

Data (Adjacency matrix A)  Goal: Compute the community estimate 6(A) subject to DP

) Input Perturbation (Local-DP) Output Perturbation (Central-DP)
e “Perturb” data: A — A e Compute 6(A) on the original data

e Compute 6(A) o “Perturb” 6(A) and then release
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Related work

® Private change detection

e Known pre- and post-change [Cummings et al, 2018]
e Unknown but 1-d distributions [Cummings et al, 2020]
e Multivariate nonparametric regression under local DP [Berrett & Yu, 2021]

e Offline change-point detection (localization) [Li et al, 2021]
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Overview: Proposed two-stage private detection

® Proposed Algorithm: Private adaptive cumulative sum (CUSUM) test
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Mechanism (1): Graph Perturbation

1
e€ + 2
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small € <> higher privacy (less leakage)
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Mechanism (1): Graph Perturbation

Post-processing

\

community label
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Detection Procedure

We apply the adaptive CUSUM on the perturbed data

® The detection statistic:

Pr(At°(3't_1)
S; = (S;—1)" + 1o — t>1,5 =0
¢ = (Si-1) 5 Pr(A; oPre) o ’
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Detection Procedure
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Mechanism (2): Perturbation Stability-based Mechanism

4 )

Non-private

estimator > 5 (G)

[Seif et al. ICML 2022] 16/21



Mechanism (2): Perturbation Stability-based Mechanism

Non-private
estimator

A

— 6(G) —> ds

(compute stability of 6(G))

More stable === [ess influence on the estimator === More Private

Stability of an estimator given G:

ds(G) = {mink : 3G, dist(G, G") < k, 5(G) # (G}

[Seif et al. ICML 2022]
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Mechanism (2): Perturbation Stability-based Mechanism

0 0 1
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Mechanism (2): Perturbation Stability-based Mechanism
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Detection procedure

® The adaptive CUSUM statistic:

Add Laplacian noice to protect individual data

AC 1 —¢

Pr(A;:6,_ 5
(A 0i-1) St = S¢ + Lap (_> C=2log G

Pr(Ay; opPre)

St — (St_1)+ -+ lOg

€
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e Differentially Private Exact Recovery Condition (P(c = 6*) =1 — o(1)):

a(V1I-C—O) >1| e=0(1)
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Detection procedure

® The adaptive CUSUM statistic:

Add Laplacian noice to protect individual data

PI’(At;a't_l) ~ 4C 1 —C
_ + _ F _
St — (St_l) -+ lOg Pr(At’ O—pre) St — St -+ Lap ( ) ) C 210g C
® Stopping time: T = inf{t: S, > b},
e Differentially Private Exact Recovery Condition (P(c = 6*) =1 — o(1)):
2
a(\/l—c_f—\/() > 1 e =0O(1)
® Detection Delay:
1 1 — ~ n re _pre _pos 0S
WADD(T) = 1Olm(l +o(1)) Iy = 5 (log ; (1 26)((2) =) oo oy )
0

1<]
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Real-world Datasets

~ Dataset: Worldwide Agricultural Trade Dataset
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Real-world Datasets

Detection Statistics

Raw Network (e = +00)
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We treat the year 2002 as the true change-point location, as commonly found in
previous studies.
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