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Biological Image SegmentationSocial Networks

Data Analysis for Graphs
•Much of the data of scientific interest comes in the form of graphs
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Biological Image SegmentationSocial Networks

Data Analysis for Graphs
•Much of the data of scientific interest comes in the form of graphs

•Dynamic data: Change in community memberships

<latexit sha1_base64="QhaWXmnGoOlgmZu6DZZxvnONEzE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpl272YTdiVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJFIYdN1vZ219Y3Nru7BT3N3bPzgsHR23TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfju5nffuLaiFg94CThfkSHSoSCUbRSA/ulsltx5yCrxMtJGXLU+6Wv3iBmacQVMkmN6Xpugn5GNQom+bTYSw1PKBvTIe9aqmjEjZ/ND52Sc6sMSBhrWwrJXP09kdHImEkU2M6I4sgsezPxP6+bYnjjZ0IlKXLFFovCVBKMyexrMhCaM5QTSyjTwt5K2IhqytBmU7QheMsvr5LWZcWrVqqNq3LtNo+jAKdwBhfgwTXU4B7q0AQGHJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A47uNAw==</latexit>

t

Pre-change Post-change
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Dynamics in Graphs

/214



• Growing aggregation & use of personal data

Privacy Threats in Information Networks
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• Growing aggregation & use of personal data

Privacy Threats in Information Networks

• Data Release Applications

 Google Maps: traffic monitoring, location tracking


YouTube: recommendations

Apple: learns frequent emojis
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Privacy Threats in Information Networks
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Privacy Threats in Information Networks

Research Question: How to detect community change in an online and private way? 
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Nodes within a community 
tend to connect more compared 

to nodes across different 
communities

•A random graph model with two communities

Observed
Absent

<latexit sha1_base64="W+Nqrq9sZzHJ3zHmNCA1MFxfNVw=">AAACCHicbVA9SwNBEN2L3/EramnhYhAihHAnEi2DNjaCgtFAEsLeZpIs2ds9dueEeKS08a/YWChi60+w89+4iSnU+GDg8d4MM/PCWAqLvv/pZWZm5+YXFpeyyyura+u5jc1rqxPDocq11KYWMgtSKKiiQAm12ACLQgk3Yf905N/cgrFCqyscxNCMWFeJjuAMndTK7TR0DIahNopFkJ6enA8LqkjjIm3cAbL9Vi7vl/wx6DQJJiRPJrho5T4abc2TCBRyyaytB36MzZQZFFzCMNtILMSM91kX6o6OttpmOn5kSPec0qYdbVwppGP150TKImsHUeg6I4Y9+9cbif959QQ7x81UqDhBUPx7USeRFDUdpULbwgBHOXCEcSPcrZT3mGEcXXZZF0Lw9+Vpcn1QCsql8uVhvnIyiWORbJNdUiABOSIVckYuSJVwck8eyTN58R68J+/Ve/tuzXiTmS3yC977F3G5mPY=</latexit>

CBM(n, p, ⇣)

Problem Setup: Censored Block Models (CBMs)
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n nodes 
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CBM(n, p, ⇣)

Problem Setup: Censored Block Models (CBMs)
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n nodes 

Community labels:
<latexit sha1_base64="bTn1K+gES7vbq8Mn3zbH2VAUtJQ=">AAACFXicbVDLSsNAFJ34rPUVdelmsAiCtSRS1GXRjcsK9gFJCJPppB06mYSZiVBCfsKNv+LGhSJuBXf+jdM0C209cOFwzr3ce0+QMCqVZX0bS8srq2vrlY3q5tb2zq65t9+VcSow6eCYxaIfIEkY5aSjqGKknwiCooCRXjC+mfq9ByIkjfm9miTEi9CQ05BipLTkm3VX0mGE/Izm0KUcutmZXYentpvXoRvGAjEGaeE43PPNmtWwCsBFYpekBkq0ffPLHcQ4jQhXmCEpHdtKlJchoShmJK+6qSQJwmM0JI6mHEVEelnxVQ6PtTKA+gZdXMFC/T2RoUjKSRTozgipkZz3puJ/npOq8MrLKE9SRTieLQpTBlUMpxHBARUEKzbRBGFB9a0Qj5BAWOkgqzoEe/7lRdI9b9gXjeZds9a6LuOogENwBE6ADS5BC9yCNugADB7BM3gFb8aT8WK8Gx+z1iWjnDkAf2B8/gBXr50M</latexit>

�i 2 {�1,+1}, 8i 2 [n]

Nodes within a community 
tend to connect more compared 

to nodes across different 
communities

•A random graph model with two communities

Observed
Absent

<latexit sha1_base64="W+Nqrq9sZzHJ3zHmNCA1MFxfNVw=">AAACCHicbVA9SwNBEN2L3/EramnhYhAihHAnEi2DNjaCgtFAEsLeZpIs2ds9dueEeKS08a/YWChi60+w89+4iSnU+GDg8d4MM/PCWAqLvv/pZWZm5+YXFpeyyyura+u5jc1rqxPDocq11KYWMgtSKKiiQAm12ACLQgk3Yf905N/cgrFCqyscxNCMWFeJjuAMndTK7TR0DIahNopFkJ6enA8LqkjjIm3cAbL9Vi7vl/wx6DQJJiRPJrho5T4abc2TCBRyyaytB36MzZQZFFzCMNtILMSM91kX6o6OttpmOn5kSPec0qYdbVwppGP150TKImsHUeg6I4Y9+9cbif959QQ7x81UqDhBUPx7USeRFDUdpULbwgBHOXCEcSPcrZT3mGEcXXZZF0Lw9+Vpcn1QCsql8uVhvnIyiWORbJNdUiABOSIVckYuSJVwck8eyTN58R68J+/Ve/tuzXiTmS3yC977F3G5mPY=</latexit>

CBM(n, p, ⇣)

Problem Setup: Censored Block Models (CBMs)
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Community labels:
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Observed
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CBM(n, p, ⇣)

Problem Setup: Censored Block Models (CBMs)

Given the labels, edges are drawn independently  
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Community labels:
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CBM(n, p, ⇣)

Problem Setup: Censored Block Models (CBMs)

The adjacency matrix , with A Ai,j ∈ {+1, − 1,0}

ℙ(Ai,j = a) =
p(1 − ζ) a = σi ⋅ σj

pζ a = − σi ⋅ σj

1 − p a = 0

Given the labels, edges are drawn independently  
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n nodes 

Community labels:
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�i 2 {�1,+1}, 8i 2 [n]

Nodes within a community 
tend to connect more compared 

to nodes across different 
communities

•A random graph model with two communities

Observed
Absent
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CBM(n, p, ⇣)

Problem Setup: Censored Block Models (CBMs)

The adjacency matrix , with A Ai,j ∈ {+1, − 1,0}

ℙ(Ai,j = a) =
p(1 − ζ) a = σi ⋅ σj

pζ a = − σi ⋅ σj

1 − p a = 0

: probability of an edge is being observed <latexit sha1_base64="xNbTxtfgDoC/DyF4+jr7rv/Rki4=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqJP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwB3auM/w==</latexit>p

Some edges might be censored (due to some errors)

Given the labels, edges are drawn independently  
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•Censored stochastic block model with two communities

•Change point at time <latexit sha1_base64="q1HaZbYry+LxnhTjsJoSeYOQa28=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI7NDAyO7uZmSUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU0eJYthgkYhUO6AaBZfYMNwIbMcKaRgIbAXj+7nfmqDSPJKPZhqjH9Kh5APOqLFSfdIrltyyuwBZJ15GSpCh1it+dfsRS0KUhgmqdcdzY+OnVBnOBM4K3URjTNmYDrFjqaQhaj9dHDojF1bpk0GkbElDFurviZSGWk/DwHaG1Iz0qjcX//M6iRnc+imXcWJQsuWiQSKIicj8a9LnCpkRU0soU9zeStiIKsqMzaZgQ/BWX14nzauyVylX6tel6l0WRx7O4BwuwYMbqMID1KABDBCe4RXenCfnxXl3PpatOSebOYU/cD5/AObDjQU=</latexit>v

<latexit sha1_base64="r8W2eYnoFQcqPN4bL6QPXfDdmDA=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69BIvgqSQi1WPRi8cK9gPaUDabTbt2sxt2J0Ip/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZemApu0PO+ncLa+sbmVnG7tLO7t39QPjxqGZVpyppUCaU7ITFMcMmayFGwTqoZSULB2uHodua3n5g2XMkHHKcsSMhA8phTglZq9Wik0PTLFa/qzeGuEj8nFcjR6Je/epGiWcIkUkGM6fpeisGEaORUsGmplxmWEjoiA9a1VJKEmWAyv3bqnlklcmOlbUl05+rviQlJjBknoe1MCA7NsjcT//O6GcbXwYTLNEMm6WJRnAkXlTt73Y24ZhTF2BJCNbe3unRINKFoAyrZEPzll1dJ66Lq16q1+8tK/SaPowgncArn4MMV1OEOGtAECo/wDK/w5ijnxXl3PhatBSefOYY/cD5/ALHpjzo=</latexit>· · ·

Pre-change Post-change

<latexit sha1_base64="QhaWXmnGoOlgmZu6DZZxvnONEzE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpl272YTdiVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJFIYdN1vZ219Y3Nru7BT3N3bPzgsHR23TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfju5nffuLaiFg94CThfkSHSoSCUbRSA/ulsltx5yCrxMtJGXLU+6Wv3iBmacQVMkmN6Xpugn5GNQom+bTYSw1PKBvTIe9aqmjEjZ/ND52Sc6sMSBhrWwrJXP09kdHImEkU2M6I4sgsezPxP6+bYnjjZ0IlKXLFFovCVBKMyexrMhCaM5QTSyjTwt5K2IhqytBmU7QheMsvr5LWZcWrVqqNq3LtNo+jAKdwBhfgwTXU4B7q0AQGHJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A47uNAw==</latexit>

t

<latexit sha1_base64="fEYB18708xNLzyXDtxlc6Ix7+eA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz00JNpv1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMTXvsZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1atVa/eXlfpNHkcRTuAUzsGDK6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwBidY3i</latexit>⌫

<latexit sha1_base64="Ud1CQnleo/okVgtIgk/guvVCIq0="></latexit>

�⇤
t =

(
�pre, t = 1, . . . , ⌫ � 1,

�post, t = ⌫, ⌧ + 1, . . .

Problem Setup: Change-point in CBMs

post-change unknownpre-change known (estimable)
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Problem Setup: Change-point in CBMs

•Goal: Detect the unknown change-point as quickly as possible, while controlling the false alarm rate 

             and subject to privacy requirements
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•Edge DP:

•Hide the presence or absence of an edge

<latexit sha1_base64="PwNJqQ3bElI8fL7UyusocxJbBdM="></latexit>

Pr(�̂(A) = �)  e✏ Pr(�̂(A0) = �) + �

Notion:

<latexit sha1_base64="VxDvoEuVyn7UG7dZrAAVh+ZKhLU=">AAACKXicbVDLSgMxFM34rPVVdekmWEUXUmakqMuqG5cVbCt0Ssmkd9pgJjMkd8Qy9Hfc+CtuFBR164+YPhb1cSBwOOdecs8JEikMuu6HMzM7N7+wmFvKL6+srq0XNjbrJk41hxqPZaxvAmZACgU1FCjhJtHAokBCI7i9GPqNO9BGxOoa+wm0ItZVIhScoZXahYqPcI/Zrh/GmklJ/YhhLwizs8HhFN/fpdhjSDsiDEFToWisgEKnC4N2oeiW3BHoX+JNSJFMUG0XXvxOzNMIFHLJjGl6boKtjGkUXMIg76cGEsZvWRealioWgWllo6QDumeVDrW32qeQjtTpjYxFxvSjwE4Ojze/vaH4n9dMMTxtZUIlKYLi44/CVFKM6bA2m1wDR9m3hHEt7K2U95hmHG25eVuC9zvyX1I/KnnHpfJVuVg5n9SRI9tkhxwQj5yQCrkkVVIjnDyQJ/JK3pxH59l5dz7HozPOZGeL/IDz9Q0ThKaB</latexit>

8A,A0 that di↵er in one edge

(✏, �)- edge DP

Problem Setup: Graph Differential Privacy (DP) 

Romantic relationships

“Friendships”

Financial transactions
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•Edge DP:

•Hide the presence or absence of an edge

<latexit sha1_base64="PwNJqQ3bElI8fL7UyusocxJbBdM="></latexit>

Pr(�̂(A) = �)  e✏ Pr(�̂(A0) = �) + �

Notion:
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• Unknown but 1-d distributions [Cummings et al, 2020] 
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• Offline change-point detection (localization) [Li et al, 2021]

Related work

•Private change detection
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•Proposed Algorithm: Private adaptive cumulative sum (CUSUM) test

Change Point 
Detection 
Algorithm

Randomized 
Response 

Mechanism
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At�w, · · · ,At�1,At

Overview: Proposed two-stage private detection

Adaptive CUSUM type detector
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At�w, · · · ,At�1,At

Overview: Proposed two-stage private detection

Mechanism (1): Input Perturbation (Local)

• “Perturb” data:   

•Compute  

A → Ã
̂σ(Ã)

Adaptive CUSUM type detector
<latexit sha1_base64="SdhFmk/7SJUQJBJR7XbvRzSJDYE="></latexit>

St = (St�1)
+ + log

Pr(Ãt; �̂t�1)

Pr(Ãt;�pre)
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• Compute  on the original data
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✏

◆
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<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5
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CBM(n, p, ⇣)

Mechanism (1): Graph Perturbation
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<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="oZBV4eOBJ+uIX/fyi9Xt61PsQh4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmgckS5idzCZD5rHMzAphySd48aCIV7/Im3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LRThIaCjyULGYEWyc99ETaL1f8qj8HWiVBTiqQo9Evf/UGiqSCSks4NqYb+IkNM6wtI5xOS73U0ASTMR7SrqMSC2rCbH7qFJ05ZYBipV1Ji+bq74kMC2MmInKdAtuRWfZm4n9eN7XxdZgxmaSWSrJYFKccWYVmf6MB05RYPnEEE83crYiMsMbEunRKLoRg+eVV0rqoBrVq7f6yUr/J4yjCCZzCOQRwBXW4gwY0gcAQnuEV3jzuvXjv3seiteDlM8fwB97nD2DwjeE=</latexit>µ
<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1

<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1

<latexit sha1_base64="W+Nqrq9sZzHJ3zHmNCA1MFxfNVw=">AAACCHicbVA9SwNBEN2L3/EramnhYhAihHAnEi2DNjaCgtFAEsLeZpIs2ds9dueEeKS08a/YWChi60+w89+4iSnU+GDg8d4MM/PCWAqLvv/pZWZm5+YXFpeyyyura+u5jc1rqxPDocq11KYWMgtSKKiiQAm12ACLQgk3Yf905N/cgrFCqyscxNCMWFeJjuAMndTK7TR0DIahNopFkJ6enA8LqkjjIm3cAbL9Vi7vl/wx6DQJJiRPJrho5T4abc2TCBRyyaytB36MzZQZFFzCMNtILMSM91kX6o6OttpmOn5kSPec0qYdbVwppGP150TKImsHUeg6I4Y9+9cbif959QQ7x81UqDhBUPx7USeRFDUdpULbwgBHOXCEcSPcrZT3mGEcXXZZF0Lw9+Vpcn1QCsql8uVhvnIyiWORbJNdUiABOSIVckYuSJVwck8eyTN58R68J+/Ve/tuzXiTmS3yC977F3G5mPY=</latexit>

CBM(n, p, ⇣)

Mechanism (1): Graph Perturbation
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Randomized 
Response 

Mechanism

<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Aij

0

1

Ãij

0

1

<latexit sha1_base64="oZBV4eOBJ+uIX/fyi9Xt61PsQh4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmgckS5idzCZD5rHMzAphySd48aCIV7/Im3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LRThIaCjyULGYEWyc99ETaL1f8qj8HWiVBTiqQo9Evf/UGiqSCSks4NqYb+IkNM6wtI5xOS73U0ASTMR7SrqMSC2rCbH7qFJ05ZYBipV1Ji+bq74kMC2MmInKdAtuRWfZm4n9eN7XxdZgxmaSWSrJYFKccWYVmf6MB05RYPnEEE83crYiMsMbEunRKLoRg+eVV0rqoBrVq7f6yUr/J4yjCCZzCOQRwBXW4gwY0gcAQnuEV3jzuvXjv3seiteDlM8fwB97nD2DwjeE=</latexit>µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="oZBV4eOBJ+uIX/fyi9Xt61PsQh4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmgckS5idzCZD5rHMzAphySd48aCIV7/Im3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LRThIaCjyULGYEWyc99ETaL1f8qj8HWiVBTiqQo9Evf/UGiqSCSks4NqYb+IkNM6wtI5xOS73U0ASTMR7SrqMSC2rCbH7qFJ05ZYBipV1Ji+bq74kMC2MmInKdAtuRWfZm4n9eN7XxdZgxmaSWSrJYFKccWYVmf6MB05RYPnEEE83crYiMsMbEunRKLoRg+eVV0rqoBrVq7f6yUr/J4yjCCZzCOQRwBXW4gwY0gcAQnuEV3jzuvXjv3seiteDlM8fwB97nD2DwjeE=</latexit>µ
<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1

<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1

<latexit sha1_base64="W+Nqrq9sZzHJ3zHmNCA1MFxfNVw=">AAACCHicbVA9SwNBEN2L3/EramnhYhAihHAnEi2DNjaCgtFAEsLeZpIs2ds9dueEeKS08a/YWChi60+w89+4iSnU+GDg8d4MM/PCWAqLvv/pZWZm5+YXFpeyyyura+u5jc1rqxPDocq11KYWMgtSKKiiQAm12ACLQgk3Yf905N/cgrFCqyscxNCMWFeJjuAMndTK7TR0DIahNopFkJ6enA8LqkjjIm3cAbL9Vi7vl/wx6DQJJiRPJrho5T4abc2TCBRyyaytB36MzZQZFFzCMNtILMSM91kX6o6OttpmOn5kSPec0qYdbVwppGP150TKImsHUeg6I4Y9+9cbif959QQ7x81UqDhBUPx7USeRFDUdpULbwgBHOXCEcSPcrZT3mGEcXXZZF0Lw9+Vpcn1QCsql8uVhvnIyiWORbJNdUiABOSIVckYuSJVwck8eyTN58R68J+/Ve/tuzXiTmS3yC977F3G5mPY=</latexit>

CBM(n, p, ⇣)

Mechanism (1): Graph Perturbation

/2114



Randomized 
Response 

Mechanism

<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Aij

0

1

Ãij

0

1

small ✏ $ higher privacy (less leakage)

<latexit sha1_base64="oZBV4eOBJ+uIX/fyi9Xt61PsQh4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmgckS5idzCZD5rHMzAphySd48aCIV7/Im3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LRThIaCjyULGYEWyc99ETaL1f8qj8HWiVBTiqQo9Evf/UGiqSCSks4NqYb+IkNM6wtI5xOS73U0ASTMR7SrqMSC2rCbH7qFJ05ZYBipV1Ji+bq74kMC2MmInKdAtuRWfZm4n9eN7XxdZgxmaSWSrJYFKccWYVmf6MB05RYPnEEE83crYiMsMbEunRKLoRg+eVV0rqoBrVq7f6yUr/J4yjCCZzCOQRwBXW4gwY0gcAQnuEV3jzuvXjv3seiteDlM8fwB97nD2DwjeE=</latexit>µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="oZBV4eOBJ+uIX/fyi9Xt61PsQh4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmgckS5idzCZD5rHMzAphySd48aCIV7/Im3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LRThIaCjyULGYEWyc99ETaL1f8qj8HWiVBTiqQo9Evf/UGiqSCSks4NqYb+IkNM6wtI5xOS73U0ASTMR7SrqMSC2rCbH7qFJ05ZYBipV1Ji+bq74kMC2MmInKdAtuRWfZm4n9eN7XxdZgxmaSWSrJYFKccWYVmf6MB05RYPnEEE83crYiMsMbEunRKLoRg+eVV0rqoBrVq7f6yUr/J4yjCCZzCOQRwBXW4gwY0gcAQnuEV3jzuvXjv3seiteDlM8fwB97nD2DwjeE=</latexit>µ
<latexit sha1_base64="9JJa4Us6jctjVPQlQaJbojKMpmU=">AAACCXicbVBNS8NAEN34WetX1KOXxSIIQkmKVC9C0YvHCvYDmlo220m7dLMJuxuhhFy9+Fe8eFDEq//Am//GbZuDtj4YeLw3w8w8P+ZMacf5tpaWV1bX1gsbxc2t7Z1de2+/qaJEUmjQiEey7RMFnAloaKY5tGMJJPQ5tPzR9cRvPYBULBJ3ehxDNyQDwQJGiTZSz8ZemOBL7AWS0NTNUrhPPYgV45HI8CmuZD275JSdKfAicXNSQjnqPfvL60c0CUFoyolSHdeJdTclUjPKISt6iYKY0BEZQMdQQUJQ3XT6SYaPjdLHQSRNCY2n6u+JlIRKjUPfdIZED9W8NxH/8zqJDi66KRNxokHQ2aIg4VhHeBIL7jMJVPOxIYRKZm7FdEhMKNqEVzQhuPMvL5JmpexWy9Xbs1LtKo+jgA7RETpBLjpHNXSD6qiBKHpEz+gVvVlP1ov1bn3MWpesfOYA/YH1+QNO75l4</latexit>

µ =
1

e✏ + 2

<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1
<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1

<latexit sha1_base64="W+Nqrq9sZzHJ3zHmNCA1MFxfNVw=">AAACCHicbVA9SwNBEN2L3/EramnhYhAihHAnEi2DNjaCgtFAEsLeZpIs2ds9dueEeKS08a/YWChi60+w89+4iSnU+GDg8d4MM/PCWAqLvv/pZWZm5+YXFpeyyyura+u5jc1rqxPDocq11KYWMgtSKKiiQAm12ACLQgk3Yf905N/cgrFCqyscxNCMWFeJjuAMndTK7TR0DIahNopFkJ6enA8LqkjjIm3cAbL9Vi7vl/wx6DQJJiRPJrho5T4abc2TCBRyyaytB36MzZQZFFzCMNtILMSM91kX6o6OttpmOn5kSPec0qYdbVwppGP150TKImsHUeg6I4Y9+9cbif959QQ7x81UqDhBUPx7USeRFDUdpULbwgBHOXCEcSPcrZT3mGEcXXZZF0Lw9+Vpcn1QCsql8uVhvnIyiWORbJNdUiABOSIVckYuSJVwck8eyTN58R68J+/Ve/tuzXiTmS3yC977F3G5mPY=</latexit>

CBM(n, p, ⇣)

Mechanism (1): Graph Perturbation

/2114



Randomized 
Response 

Mechanism

<latexit sha1_base64="bxUWfaI8FuyVTpe/63L6qSTQNBY="></latexit>

Ã =

2

4
0 1 1
1 0 1
1 1 0

3

5

<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Aij

0

1

Ãij

0

1

small ✏ $ higher privacy (less leakage)

<latexit sha1_base64="oZBV4eOBJ+uIX/fyi9Xt61PsQh4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmgckS5idzCZD5rHMzAphySd48aCIV7/Im3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LRThIaCjyULGYEWyc99ETaL1f8qj8HWiVBTiqQo9Evf/UGiqSCSks4NqYb+IkNM6wtI5xOS73U0ASTMR7SrqMSC2rCbH7qFJ05ZYBipV1Ji+bq74kMC2MmInKdAtuRWfZm4n9eN7XxdZgxmaSWSrJYFKccWYVmf6MB05RYPnEEE83crYiMsMbEunRKLoRg+eVV0rqoBrVq7f6yUr/J4yjCCZzCOQRwBXW4gwY0gcAQnuEV3jzuvXjv3seiteDlM8fwB97nD2DwjeE=</latexit>µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="oZBV4eOBJ+uIX/fyi9Xt61PsQh4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmgckS5idzCZD5rHMzAphySd48aCIV7/Im3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LRThIaCjyULGYEWyc99ETaL1f8qj8HWiVBTiqQo9Evf/UGiqSCSks4NqYb+IkNM6wtI5xOS73U0ASTMR7SrqMSC2rCbH7qFJ05ZYBipV1Ji+bq74kMC2MmInKdAtuRWfZm4n9eN7XxdZgxmaSWSrJYFKccWYVmf6MB05RYPnEEE83crYiMsMbEunRKLoRg+eVV0rqoBrVq7f6yUr/J4yjCCZzCOQRwBXW4gwY0gcAQnuEV3jzuvXjv3seiteDlM8fwB97nD2DwjeE=</latexit>µ
<latexit sha1_base64="9JJa4Us6jctjVPQlQaJbojKMpmU=">AAACCXicbVBNS8NAEN34WetX1KOXxSIIQkmKVC9C0YvHCvYDmlo220m7dLMJuxuhhFy9+Fe8eFDEq//Am//GbZuDtj4YeLw3w8w8P+ZMacf5tpaWV1bX1gsbxc2t7Z1de2+/qaJEUmjQiEey7RMFnAloaKY5tGMJJPQ5tPzR9cRvPYBULBJ3ehxDNyQDwQJGiTZSz8ZemOBL7AWS0NTNUrhPPYgV45HI8CmuZD275JSdKfAicXNSQjnqPfvL60c0CUFoyolSHdeJdTclUjPKISt6iYKY0BEZQMdQQUJQ3XT6SYaPjdLHQSRNCY2n6u+JlIRKjUPfdIZED9W8NxH/8zqJDi66KRNxokHQ2aIg4VhHeBIL7jMJVPOxIYRKZm7FdEhMKNqEVzQhuPMvL5JmpexWy9Xbs1LtKo+jgA7RETpBLjpHNXSD6qiBKHpEz+gVvVlP1ov1bn3MWpesfOYA/YH1+QNO75l4</latexit>

µ =
1

e✏ + 2

<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1
<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1

<latexit sha1_base64="W+Nqrq9sZzHJ3zHmNCA1MFxfNVw=">AAACCHicbVA9SwNBEN2L3/EramnhYhAihHAnEi2DNjaCgtFAEsLeZpIs2ds9dueEeKS08a/YWChi60+w89+4iSnU+GDg8d4MM/PCWAqLvv/pZWZm5+YXFpeyyyura+u5jc1rqxPDocq11KYWMgtSKKiiQAm12ACLQgk3Yf905N/cgrFCqyscxNCMWFeJjuAMndTK7TR0DIahNopFkJ6enA8LqkjjIm3cAbL9Vi7vl/wx6DQJJiRPJrho5T4abc2TCBRyyaytB36MzZQZFFzCMNtILMSM91kX6o6OttpmOn5kSPec0qYdbVwppGP150TKImsHUeg6I4Y9+9cbif959QQ7x81UqDhBUPx7USeRFDUdpULbwgBHOXCEcSPcrZT3mGEcXXZZF0Lw9+Vpcn1QCsql8uVhvnIyiWORbJNdUiABOSIVckYuSJVwck8eyTN58R68J+/Ve/tuzXiTmS3yC977F3G5mPY=</latexit>

CBM(n, p, ⇣) <latexit sha1_base64="7jixdsF0KUqTm8xZ/qqwcmUuXto=">AAACGHicbZDLSgMxFIYz3q23qks3wSJUkDojoi5FN26ECvYCnVIy6akGM8mQnBHqMI/hxldx40IRt+58G9ML4u2HwMd/ziHn/FEihUXf//AmJqemZ2bn5gsLi0vLK8XVtbrVqeFQ41pq04yYBSkU1FCghGZigMWRhEZ0czqoN27BWKHVJfYTaMfsSome4Ayd1SnuhjoBw1AbxWLITk/O87LaoSEK2YUsyb8wvANk+XanWPIr/lD0LwRjKJGxqp3ie9jVPI1BIZfM2lbgJ9jOmEHBJeSFMLWQMH7DrqDlcLCFbWfDw3K65Zwu7WnjnkI6dL9PZCy2th9HrjNmeG1/1wbmf7VWir2jdiZUkiIoPvqol0qKmg5Sol1hgKPsO2DcCLcr5dfMMI4uy4ILIfh98l+o71WCg8rBxX7p+GQcxxzZIJukTAJySI7JGamSGuHknjySZ/LiPXhP3qv3Nmqd8MYz6+SHvPdPAFugYg==</latexit>

CBM(n, p̃, ⇣̃)

Mechanism (1): Graph Perturbation
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Randomized 
Response 

Mechanism

<latexit sha1_base64="bxUWfaI8FuyVTpe/63L6qSTQNBY="></latexit>

Ã =

2

4
0 1 1
1 0 1
1 1 0

3

5

community label 
estimator

Post-processing 

<latexit sha1_base64="sUk2XCrbihLmlWQN9v2G+V6/rR8=">AAACCXicbVDLSsNAFJ3UV62vqEs3g0Wom5JIUZdVNy4r2Ac0oUymk3bo5MHMjVBCtm78FTcuFHHrH7jzb5y0WWjrgQuHc+7l3nu8WHAFlvVtlFZW19Y3ypuVre2d3T1z/6CjokRS1qaRiGTPI4oJHrI2cBCsF0tGAk+wrje5yf3uA5OKR+E9TGPmBmQUcp9TAloamNgZE0gdxUcByWoOcDFkqRMQGHt+epVlpwOzatWtGfAysQtSRQVaA/PLGUY0CVgIVBCl+rYVg5sSCZwKllWcRLGY0AkZsb6mIQmYctPZJxk+0coQ+5HUFQKeqb8nUhIoNQ083ZnfqBa9XPzP6yfgX7opD+MEWEjni/xEYIhwHgsecskoiKkmhEqub8V0TCShoMOr6BDsxZeXSeesbp/XG3eNavO6iKOMjtAxqiEbXaAmukUt1EYUPaJn9IrejCfjxXg3PuatJaOYOUR/YHz+AD5ZmrA=</latexit>

�̂(Ã)

<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Aij

0

1

Ãij

0

1

small ✏ $ higher privacy (less leakage)

<latexit sha1_base64="oZBV4eOBJ+uIX/fyi9Xt61PsQh4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmgckS5idzCZD5rHMzAphySd48aCIV7/Im3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LRThIaCjyULGYEWyc99ETaL1f8qj8HWiVBTiqQo9Evf/UGiqSCSks4NqYb+IkNM6wtI5xOS73U0ASTMR7SrqMSC2rCbH7qFJ05ZYBipV1Ji+bq74kMC2MmInKdAtuRWfZm4n9eN7XxdZgxmaSWSrJYFKccWYVmf6MB05RYPnEEE83crYiMsMbEunRKLoRg+eVV0rqoBrVq7f6yUr/J4yjCCZzCOQRwBXW4gwY0gcAQnuEV3jzuvXjv3seiteDlM8fwB97nD2DwjeE=</latexit>µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="qqmSFtKAa7xTLZEiVMIvdw5Z3g0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBi2W3SPVY9OKxgv2QdinZNNuGJtklyQpl6a/w4kERr/4cb/4b0+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCye3c7zxRpVkkH8w0pr7AI8lCRrCx0qOHLlAN9UUyKFfcqpsBrRIvJxXI0RyUv/rDiCSCSkM41rrnubHxU6wMI5zOSv1E0xiTCR7RnqUSC6r9NDt4hs6sMkRhpGxJgzL190SKhdZTEdhOgc1YL3tz8T+vl5jw2k+ZjBNDJVksChOOTITm36MhU5QYPrUEE8XsrYiMscLE2IxKNgRv+eVV0q5VvXq1fn9ZadzkcRThBE7hHDy4ggbcQRNaQEDAM7zCm6OcF+fd+Vi0Fpx85hj+wPn8Aa+ajw0=</latexit>

1� 2µ

<latexit sha1_base64="oZBV4eOBJ+uIX/fyi9Xt61PsQh4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmgckS5idzCZD5rHMzAphySd48aCIV7/Im3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LRThIaCjyULGYEWyc99ETaL1f8qj8HWiVBTiqQo9Evf/UGiqSCSks4NqYb+IkNM6wtI5xOS73U0ASTMR7SrqMSC2rCbH7qFJ05ZYBipV1Ji+bq74kMC2MmInKdAtuRWfZm4n9eN7XxdZgxmaSWSrJYFKccWYVmf6MB05RYPnEEE83crYiMsMbEunRKLoRg+eVV0rqoBrVq7f6yUr/J4yjCCZzCOQRwBXW4gwY0gcAQnuEV3jzuvXjv3seiteDlM8fwB97nD2DwjeE=</latexit>µ
<latexit sha1_base64="9JJa4Us6jctjVPQlQaJbojKMpmU=">AAACCXicbVBNS8NAEN34WetX1KOXxSIIQkmKVC9C0YvHCvYDmlo220m7dLMJuxuhhFy9+Fe8eFDEq//Am//GbZuDtj4YeLw3w8w8P+ZMacf5tpaWV1bX1gsbxc2t7Z1de2+/qaJEUmjQiEey7RMFnAloaKY5tGMJJPQ5tPzR9cRvPYBULBJ3ehxDNyQDwQJGiTZSz8ZemOBL7AWS0NTNUrhPPYgV45HI8CmuZD275JSdKfAicXNSQjnqPfvL60c0CUFoyolSHdeJdTclUjPKISt6iYKY0BEZQMdQQUJQ3XT6SYaPjdLHQSRNCY2n6u+JlIRKjUPfdIZED9W8NxH/8zqJDi66KRNxokHQ2aIg4VhHeBIL7jMJVPOxIYRKZm7FdEhMKNqEVzQhuPMvL5JmpexWy9Xbs1LtKo+jgA7RETpBLjpHNXSD6qiBKHpEz+gVvVlP1ov1bn3MWpesfOYA/YH1+QNO75l4</latexit>

µ =
1

e✏ + 2

<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1
<latexit sha1_base64="7qdlpxPacQLaH047tn50yfQNVtk=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0cO71SmW34s5AlomXkzLkqPdKX91+zNIIpWGCat3x3MT4GVWGM4GTYjfVmFA2ogPsWCpphNrPZpdOyKlV+iSMlS1pyEz9PZHRSOtxFNjOiJqhXvSm4n9eJzXhtZ9xmaQGJZsvClNBTEymb5M+V8iMGFtCmeL2VsKGVFFmbDhFG4K3+PIyaV5UvGqlen9Zrt3kcRTgGE7gDDy4ghrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH+d0jPc=</latexit>�1

<latexit sha1_base64="W+Nqrq9sZzHJ3zHmNCA1MFxfNVw=">AAACCHicbVA9SwNBEN2L3/EramnhYhAihHAnEi2DNjaCgtFAEsLeZpIs2ds9dueEeKS08a/YWChi60+w89+4iSnU+GDg8d4MM/PCWAqLvv/pZWZm5+YXFpeyyyura+u5jc1rqxPDocq11KYWMgtSKKiiQAm12ACLQgk3Yf905N/cgrFCqyscxNCMWFeJjuAMndTK7TR0DIahNopFkJ6enA8LqkjjIm3cAbL9Vi7vl/wx6DQJJiRPJrho5T4abc2TCBRyyaytB36MzZQZFFzCMNtILMSM91kX6o6OttpmOn5kSPec0qYdbVwppGP150TKImsHUeg6I4Y9+9cbif959QQ7x81UqDhBUPx7USeRFDUdpULbwgBHOXCEcSPcrZT3mGEcXXZZF0Lw9+Vpcn1QCsql8uVhvnIyiWORbJNdUiABOSIVckYuSJVwck8eyTN58R68J+/Ve/tuzXiTmS3yC977F3G5mPY=</latexit>

CBM(n, p, ⇣) <latexit sha1_base64="7jixdsF0KUqTm8xZ/qqwcmUuXto=">AAACGHicbZDLSgMxFIYz3q23qks3wSJUkDojoi5FN26ECvYCnVIy6akGM8mQnBHqMI/hxldx40IRt+58G9ML4u2HwMd/ziHn/FEihUXf//AmJqemZ2bn5gsLi0vLK8XVtbrVqeFQ41pq04yYBSkU1FCghGZigMWRhEZ0czqoN27BWKHVJfYTaMfsSome4Ayd1SnuhjoBw1AbxWLITk/O87LaoSEK2YUsyb8wvANk+XanWPIr/lD0LwRjKJGxqp3ie9jVPI1BIZfM2lbgJ9jOmEHBJeSFMLWQMH7DrqDlcLCFbWfDw3K65Zwu7WnjnkI6dL9PZCy2th9HrjNmeG1/1wbmf7VWir2jdiZUkiIoPvqol0qKmg5Sol1hgKPsO2DcCLcr5dfMMI4uy4ILIfh98l+o71WCg8rBxX7p+GQcxxzZIJukTAJySI7JGamSGuHknjySZ/LiPXhP3qv3Nmqd8MYz6+SHvPdPAFugYg==</latexit>

CBM(n, p̃, ⇣̃)

Mechanism (1): Graph Perturbation

/2114



We apply the adaptive CUSUM on the perturbed data

Detection Procedure

<latexit sha1_base64="SdhFmk/7SJUQJBJR7XbvRzSJDYE="></latexit>

St = (St�1)
+ + log

Pr(Ãt; �̂t�1)

Pr(Ãt;�pre)

<latexit sha1_base64="g3eTXVcvDdISj79qa6OzRIOfvYI=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJSHUjFN24rGgf0IYwmd60QyeTODMRaij+ihsXirj1P9z5N04fC209cOFwzr3ce0+QcKa043xbuYXFpeWV/GphbX1jc8ve3qmrOJUUajTmsWwGRAFnAmqaaQ7NRAKJAg6NoH818hsPIBWLxZ0eJOBFpCtYyCjRRvLtPaxxuwv32D3Gt37mDPEFdny76JScMfA8caekiKao+vZXuxPTNAKhKSdKtVwn0V5GpGaUw7DQThUkhPZJF1qGChKB8rLx9UN8aJQODmNpSmg8Vn9PZCRSahAFpjMiuqdmvZH4n9dKdXjuZUwkqQZBJ4vClGMd41EUuMMkUM0HhhAqmbkV0x6RhGoTWMGE4M6+PE/qJyW3XCrfnBYrl9M48mgfHaAj5KIzVEHXqIpqiKJH9Ixe0Zv1ZL1Y79bHpDVnTWd20R9Ynz/gfpLv</latexit>

t � 1, S0 = 0

•The detection statistic:
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We apply the adaptive CUSUM on the perturbed data

Detection Procedure

<latexit sha1_base64="SdhFmk/7SJUQJBJR7XbvRzSJDYE="></latexit>

St = (St�1)
+ + log

Pr(Ãt; �̂t�1)

Pr(Ãt;�pre)

<latexit sha1_base64="g3eTXVcvDdISj79qa6OzRIOfvYI=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJSHUjFN24rGgf0IYwmd60QyeTODMRaij+ihsXirj1P9z5N04fC209cOFwzr3ce0+QcKa043xbuYXFpeWV/GphbX1jc8ve3qmrOJUUajTmsWwGRAFnAmqaaQ7NRAKJAg6NoH818hsPIBWLxZ0eJOBFpCtYyCjRRvLtPaxxuwv32D3Gt37mDPEFdny76JScMfA8caekiKao+vZXuxPTNAKhKSdKtVwn0V5GpGaUw7DQThUkhPZJF1qGChKB8rLx9UN8aJQODmNpSmg8Vn9PZCRSahAFpjMiuqdmvZH4n9dKdXjuZUwkqQZBJ4vClGMd41EUuMMkUM0HhhAqmbkV0x6RhGoTWMGE4M6+PE/qJyW3XCrfnBYrl9M48mgfHaAj5KIzVEHXqIpqiKJH9Ixe0Zv1ZL1Y79bHpDVnTWd20R9Ynz/gfpLv</latexit>

t � 1, S0 = 0

•The detection statistic: recursively accumulate the log-likelihood ratio
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We apply the adaptive CUSUM on the perturbed data

Detection Procedure

<latexit sha1_base64="SdhFmk/7SJUQJBJR7XbvRzSJDYE="></latexit>

St = (St�1)
+ + log

Pr(Ãt; �̂t�1)

Pr(Ãt;�pre)

<latexit sha1_base64="g3eTXVcvDdISj79qa6OzRIOfvYI=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJSHUjFN24rGgf0IYwmd60QyeTODMRaij+ihsXirj1P9z5N04fC209cOFwzr3ce0+QcKa043xbuYXFpeWV/GphbX1jc8ve3qmrOJUUajTmsWwGRAFnAmqaaQ7NRAKJAg6NoH818hsPIBWLxZ0eJOBFpCtYyCjRRvLtPaxxuwv32D3Gt37mDPEFdny76JScMfA8caekiKao+vZXuxPTNAKhKSdKtVwn0V5GpGaUw7DQThUkhPZJF1qGChKB8rLx9UN8aJQODmNpSmg8Vn9PZCRSahAFpjMiuqdmvZH4n9dKdXjuZUwkqQZBJ4vClGMd41EUuMMkUM0HhhAqmbkV0x6RhGoTWMGE4M6+PE/qJyW3XCrfnBYrl9M48mgfHaAj5KIzVEHXqIpqiKJH9Ixe0Zv1ZL1Y79bHpDVnTWd20R9Ynz/gfpLv</latexit>

t � 1, S0 = 0

•The detection statistic:

•Stopping time:
<latexit sha1_base64="gZPXRkySD5N0O4l+HXwpXutjaYU=">AAACAnicbVDLSsNAFJ34rPUVdSVuBovgqiQiVQSh6MZlxb6gCWUynbRDJ5M4cyOUUNz4K25cKOLWr3Dn3zh9LLT1wIXDOfdy7z1BIrgGx/m2FhaXlldWc2v59Y3NrW17Z7eu41RRVqOxiFUzIJoJLlkNOAjWTBQjUSBYI+hfj/zGA1Oax7IKg4T5EelKHnJKwEhtex9X8aXHZehlcIHv2oC9LrvHgTds2wWn6IyB54k7JQU0RaVtf3mdmKYRk0AF0brlOgn4GVHAqWDDvJdqlhDaJ13WMlSSiGk/G78wxEdG6eAwVqYk4LH6eyIjkdaDKDCdEYGenvVG4n9eK4Xw3M+4TFJgkk4WhanAEONRHrjDFaMgBoYQqri5FdMeUYSCSS1vQnBnX54n9ZOiWyqWbk8L5atpHDl0gA7RMXLRGSqjG1RBNUTRI3pGr+jNerJerHfrY9K6YE1n9tAfWJ8/EhCV+Q==</latexit>

T = inf{t : St � b}

recursively accumulate the log-likelihood ratio
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We apply the adaptive CUSUM on the perturbed data

Detection Procedure

<latexit sha1_base64="SdhFmk/7SJUQJBJR7XbvRzSJDYE="></latexit>

St = (St�1)
+ + log

Pr(Ãt; �̂t�1)

Pr(Ãt;�pre)

<latexit sha1_base64="g3eTXVcvDdISj79qa6OzRIOfvYI=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJSHUjFN24rGgf0IYwmd60QyeTODMRaij+ihsXirj1P9z5N04fC209cOFwzr3ce0+QcKa043xbuYXFpeWV/GphbX1jc8ve3qmrOJUUajTmsWwGRAFnAmqaaQ7NRAKJAg6NoH818hsPIBWLxZ0eJOBFpCtYyCjRRvLtPaxxuwv32D3Gt37mDPEFdny76JScMfA8caekiKao+vZXuxPTNAKhKSdKtVwn0V5GpGaUw7DQThUkhPZJF1qGChKB8rLx9UN8aJQODmNpSmg8Vn9PZCRSahAFpjMiuqdmvZH4n9dKdXjuZUwkqQZBJ4vClGMd41EUuMMkUM0HhhAqmbkV0x6RhGoTWMGE4M6+PE/qJyW3XCrfnBYrl9M48mgfHaAj5KIzVEHXqIpqiKJH9Ixe0Zv1ZL1Y79bHpDVnTWd20R9Ynz/gfpLv</latexit>

t � 1, S0 = 0

•The detection statistic:

•Stopping time:
<latexit sha1_base64="gZPXRkySD5N0O4l+HXwpXutjaYU=">AAACAnicbVDLSsNAFJ34rPUVdSVuBovgqiQiVQSh6MZlxb6gCWUynbRDJ5M4cyOUUNz4K25cKOLWr3Dn3zh9LLT1wIXDOfdy7z1BIrgGx/m2FhaXlldWc2v59Y3NrW17Z7eu41RRVqOxiFUzIJoJLlkNOAjWTBQjUSBYI+hfj/zGA1Oax7IKg4T5EelKHnJKwEhtex9X8aXHZehlcIHv2oC9LrvHgTds2wWn6IyB54k7JQU0RaVtf3mdmKYRk0AF0brlOgn4GVHAqWDDvJdqlhDaJ13WMlSSiGk/G78wxEdG6eAwVqYk4LH6eyIjkdaDKDCdEYGenvVG4n9eK4Xw3M+4TFJgkk4WhanAEONRHrjDFaMgBoYQqri5FdMeUYSCSS1vQnBnX54n9ZOiWyqWbk8L5atpHDl0gA7RMXLRGSqjG1RBNUTRI3pGr+jNerJerHfrY9K6YE1n9tAfWJ8/EhCV+Q==</latexit>

T = inf{t : St � b}

<latexit sha1_base64="MoE3Fbp2zvjcNqZpp71zJQL0xj0="></latexit>

a
�p

1� ⇣ �
p
⇣
�2

>

✓ p
np

n� 1

◆
⇥

✓
e✏ + 1

e✏ � 1

◆

•Differentially Private Exact Recovery Condition ( ):P( ̂σ = σ*) = 1 − o(1)

<latexit sha1_base64="z92UeOCS00V9NYd/IUjYHN/uWa0=">AAACA3icbVA9SwNBEN2LXzF+Re20WQxC0oQ7kWgjBG3sjGASIRfC3mZyWbK3e+zuCeEI2PhXbCwUsfVP2Plv3HwUmvhg4PHeDDPzgpgzbVz328ksLa+srmXXcxubW9s7+d29hpaJolCnkkt1HxANnAmoG2Y43McKSBRwaAaDq7HffAClmRR3ZhhDOyKhYD1GibFSJ3/gQ6wZlwJfYP8mgpAUfS7DoiiVOvmCW3YnwIvEm5ECmqHWyX/5XUmTCIShnGjd8tzYtFOiDKMcRjk/0RATOiAhtCwVJALdTic/jPCxVbq4J5UtYfBE/T2RkkjrYRTYzoiYvp73xuJ/XisxvfN2ykScGBB0uqiXcGwkHgeCu0wBNXxoCaGK2Vsx7RNFqLGx5WwI3vzLi6RxUvYq5crtaaF6OYsjiw7RESoiD52hKrpGNVRHFD2iZ/SK3pwn58V5dz6mrRlnNrOP/sD5/AELcJaA</latexit>

✏ = ⌦(log(n))

<latexit sha1_base64="Kr2OZwPqRyq1V/dAJIlAcUMwkpI=">AAACB3icbVBNS8NAEN34WetX1KMgi0Wol5JIUS9C0YvHCvYDmlA22027dLMJuxOhhN68+Fe8eFDEq3/Bm//GbZuDtj4YeLw3w8y8IBFcg+N8W0vLK6tr64WN4ubW9s6uvbff1HGqKGvQWMSqHRDNBJesARwEayeKkSgQrBUMbyZ+64EpzWN5D6OE+RHpSx5ySsBIXfsowVeYYA94xDT2QkVo5om4X5an40yOu3bJqThT4EXi5qSEctS79pfXi2kaMQlUEK07rpOAnxEFnAo2LnqpZgmhQ9JnHUMlMWv9bPrHGJ8YpYfDWJmSgKfq74mMRFqPosB0RgQGet6biP95nRTCSz/jMkmBSTpbFKYCQ4wnoeAeV4yCGBlCqOLmVkwHxGQBJrqiCcGdf3mRNM8q7nmlelct1a7zOAroEB2jMnLRBaqhW1RHDUTRI3pGr+jNerJerHfrY9a6ZOUzB+gPrM8fuQCYnw==</latexit>

p = a⇥ log(n)

n

recursively accumulate the log-likelihood ratio
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We apply the adaptive CUSUM on the perturbed data

Detection Procedure

<latexit sha1_base64="SdhFmk/7SJUQJBJR7XbvRzSJDYE="></latexit>

St = (St�1)
+ + log

Pr(Ãt; �̂t�1)

Pr(Ãt;�pre)

<latexit sha1_base64="g3eTXVcvDdISj79qa6OzRIOfvYI=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJSHUjFN24rGgf0IYwmd60QyeTODMRaij+ihsXirj1P9z5N04fC209cOFwzr3ce0+QcKa043xbuYXFpeWV/GphbX1jc8ve3qmrOJUUajTmsWwGRAFnAmqaaQ7NRAKJAg6NoH818hsPIBWLxZ0eJOBFpCtYyCjRRvLtPaxxuwv32D3Gt37mDPEFdny76JScMfA8caekiKao+vZXuxPTNAKhKSdKtVwn0V5GpGaUw7DQThUkhPZJF1qGChKB8rLx9UN8aJQODmNpSmg8Vn9PZCRSahAFpjMiuqdmvZH4n9dKdXjuZUwkqQZBJ4vClGMd41EUuMMkUM0HhhAqmbkV0x6RhGoTWMGE4M6+PE/qJyW3XCrfnBYrl9M48mgfHaAj5KIzVEHXqIpqiKJH9Ixe0Zv1ZL1Y79bHpDVnTWd20R9Ynz/gfpLv</latexit>

t � 1, S0 = 0

•The detection statistic:

•Stopping time:
<latexit sha1_base64="gZPXRkySD5N0O4l+HXwpXutjaYU=">AAACAnicbVDLSsNAFJ34rPUVdSVuBovgqiQiVQSh6MZlxb6gCWUynbRDJ5M4cyOUUNz4K25cKOLWr3Dn3zh9LLT1wIXDOfdy7z1BIrgGx/m2FhaXlldWc2v59Y3NrW17Z7eu41RRVqOxiFUzIJoJLlkNOAjWTBQjUSBYI+hfj/zGA1Oax7IKg4T5EelKHnJKwEhtex9X8aXHZehlcIHv2oC9LrvHgTds2wWn6IyB54k7JQU0RaVtf3mdmKYRk0AF0brlOgn4GVHAqWDDvJdqlhDaJ13WMlSSiGk/G78wxEdG6eAwVqYk4LH6eyIjkdaDKDCdEYGenvVG4n9eK4Xw3M+4TFJgkk4WhanAEONRHrjDFaMgBoYQqri5FdMeUYSCSS1vQnBnX54n9ZOiWyqWbk8L5atpHDl0gA7RMXLRGSqjG1RBNUTRI3pGr+jNerJerHfrY9K6YE1n9tAfWJ8/EhCV+Q==</latexit>

T = inf{t : St � b}

<latexit sha1_base64="MoE3Fbp2zvjcNqZpp71zJQL0xj0="></latexit>

a
�p

1� ⇣ �
p
⇣
�2

>

✓ p
np

n� 1

◆
⇥

✓
e✏ + 1

e✏ � 1

◆

•Differentially Private Exact Recovery Condition ( ):P( ̂σ = σ*) = 1 − o(1)

<latexit sha1_base64="z92UeOCS00V9NYd/IUjYHN/uWa0=">AAACA3icbVA9SwNBEN2LXzF+Re20WQxC0oQ7kWgjBG3sjGASIRfC3mZyWbK3e+zuCeEI2PhXbCwUsfVP2Plv3HwUmvhg4PHeDDPzgpgzbVz328ksLa+srmXXcxubW9s7+d29hpaJolCnkkt1HxANnAmoG2Y43McKSBRwaAaDq7HffAClmRR3ZhhDOyKhYD1GibFSJ3/gQ6wZlwJfYP8mgpAUfS7DoiiVOvmCW3YnwIvEm5ECmqHWyX/5XUmTCIShnGjd8tzYtFOiDKMcRjk/0RATOiAhtCwVJALdTic/jPCxVbq4J5UtYfBE/T2RkkjrYRTYzoiYvp73xuJ/XisxvfN2ykScGBB0uqiXcGwkHgeCu0wBNXxoCaGK2Vsx7RNFqLGx5WwI3vzLi6RxUvYq5crtaaF6OYsjiw7RESoiD52hKrpGNVRHFD2iZ/SK3pwn58V5dz6mrRlnNrOP/sD5/AELcJaA</latexit>

✏ = ⌦(log(n))

•Detection Delay:
<latexit sha1_base64="gnlAuB1JMFIep/3BKcGeWFgZ93c="></latexit>

WADD(T ) =
log �

Ĩ0
(1 + o(1))

<latexit sha1_base64="QoWLzpAG5/8YNLrw/lJ7VdqoyLo="></latexit>

Ĩ0 =
1

2
(log

1� ⇣̃

⇣̃
)p̃(1� 2⇣̃)(

✓
n

2

◆
�

X

i<j

�pre
i �pre

j �post
i �post

j )

<latexit sha1_base64="Kr2OZwPqRyq1V/dAJIlAcUMwkpI=">AAACB3icbVBNS8NAEN34WetX1KMgi0Wol5JIUS9C0YvHCvYDmlA22027dLMJuxOhhN68+Fe8eFDEq3/Bm//GbZuDtj4YeLw3w8y8IBFcg+N8W0vLK6tr64WN4ubW9s6uvbff1HGqKGvQWMSqHRDNBJesARwEayeKkSgQrBUMbyZ+64EpzWN5D6OE+RHpSx5ySsBIXfsowVeYYA94xDT2QkVo5om4X5an40yOu3bJqThT4EXi5qSEctS79pfXi2kaMQlUEK07rpOAnxEFnAo2LnqpZgmhQ9JnHUMlMWv9bPrHGJ8YpYfDWJmSgKfq74mMRFqPosB0RgQGet6biP95nRTCSz/jMkmBSTpbFKYCQ4wnoeAeV4yCGBlCqOLmVkwHxGQBJrqiCcGdf3mRNM8q7nmlelct1a7zOAroEB2jMnLRBaqhW1RHDUTRI3pGr+jNerJerHfrY9a6ZOUzB+gPrM8fuQCYnw==</latexit>

p = a⇥ log(n)

n

recursively accumulate the log-likelihood ratio
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Mechanism (2): Perturbation Stability-based Mechanism 
<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Non-private 
estimator �̂(G)

[Seif et al. ICML 2022] /2116



Mechanism (2): Perturbation Stability-based Mechanism 
<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Non-private 
estimator �̂(G)

<latexit sha1_base64="YsGk2iN6IXv0Hr2tC5TVoiBio4Q=">AAAB+XicbVBNS8NAEN3Ur1q/oh69BIvgqSRS1GPRi8cK9gOaEDabTbt0dxN2J4US+k+8eFDEq//Em//GbZuDtj4YeLw3w8y8KONMg+t+W5WNza3tnepubW//4PDIPj7p6jRXhHZIylPVj7CmnEnaAQac9jNFsYg47UXj+7nfm1ClWSqfYJrRQOChZAkjGIwU2nYcFv4IQ+FrNhR4NgvtuttwF3DWiVeSOirRDu0vP05JLqgEwrHWA8/NICiwAkY4ndX8XNMMkzEe0oGhEguqg2Jx+cy5MErsJKkyJcFZqL8nCiy0norIdAoMI73qzcX/vEEOyW1QMJnlQCVZLkpy7kDqzGNwYqYoAT41BBPFzK0OGWGFCZiwaiYEb/XlddK9anjXjeZjs966K+OoojN0ji6Rh25QCz2gNuoggiboGb2iN6uwXqx362PZWrHKmVP0B9bnDzeglA0=</latexit>

d�̂

(compute stability of �̂(G))

[Seif et al. ICML 2022]

More stable Less influence on the estimator More Private

Stability of an estimator given G:
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Mechanism (2): Perturbation Stability-based Mechanism 
<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Non-private 
estimator �̂(G)

<latexit sha1_base64="YsGk2iN6IXv0Hr2tC5TVoiBio4Q=">AAAB+XicbVBNS8NAEN3Ur1q/oh69BIvgqSRS1GPRi8cK9gOaEDabTbt0dxN2J4US+k+8eFDEq//Em//GbZuDtj4YeLw3w8y8KONMg+t+W5WNza3tnepubW//4PDIPj7p6jRXhHZIylPVj7CmnEnaAQac9jNFsYg47UXj+7nfm1ClWSqfYJrRQOChZAkjGIwU2nYcFv4IQ+FrNhR4NgvtuttwF3DWiVeSOirRDu0vP05JLqgEwrHWA8/NICiwAkY4ndX8XNMMkzEe0oGhEguqg2Jx+cy5MErsJKkyJcFZqL8nCiy0norIdAoMI73qzcX/vEEOyW1QMJnlQCVZLkpy7kDqzGNwYqYoAT41BBPFzK0OGWGFCZiwaiYEb/XlddK9anjXjeZjs966K+OoojN0ji6Rh25QCz2gNuoggiboGb2iN6uwXqx362PZWrHKmVP0B9bnDzeglA0=</latexit>

d�̂

(compute stability of �̂(G))

[Seif et al. ICML 2022]

More stable Less influence on the estimator More Private

<latexit sha1_base64="mXIcGZFjJcXsjUF9oIZZNkbrllY=">AAAB+XicbVBNSwMxEJ31s9avVY9egkWol7IrRT0WPeixgv2A7lKyadqGJtklyRbK0n/ixYMiXv0n3vw3pu0etPXBwOO9GWbmRQln2njet7O2vrG5tV3YKe7u7R8cukfHTR2nitAGiXms2hHWlDNJG4YZTtuJolhEnLai0d3Mb42p0iyWT2aS0FDggWR9RrCxUtd1gyE2WaDZQOBp+f4Cdd2SV/HmQKvEz0kJctS77lfQi0kqqDSEY607vpeYMMPKMMLptBikmiaYjPCAdiyVWFAdZvPLp+jcKj3Uj5UtadBc/T2RYaH1RES2U2Az1MveTPzP66SmfxNmTCapoZIsFvVTjkyMZjGgHlOUGD6xBBPF7K2IDLHCxNiwijYEf/nlVdK8rPhXlepjtVS7zeMowCmcQRl8uIYaPEAdGkBgDM/wCm9O5rw4787HonXNyWdO4A+czx+t0pMK</latexit>

�̂(G)

Stability of an estimator given G:

/2116



Mechanism (2): Perturbation Stability-based Mechanism 
<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Non-private 
estimator �̂(G)

<latexit sha1_base64="YsGk2iN6IXv0Hr2tC5TVoiBio4Q=">AAAB+XicbVBNS8NAEN3Ur1q/oh69BIvgqSRS1GPRi8cK9gOaEDabTbt0dxN2J4US+k+8eFDEq//Em//GbZuDtj4YeLw3w8y8KONMg+t+W5WNza3tnepubW//4PDIPj7p6jRXhHZIylPVj7CmnEnaAQac9jNFsYg47UXj+7nfm1ClWSqfYJrRQOChZAkjGIwU2nYcFv4IQ+FrNhR4NgvtuttwF3DWiVeSOirRDu0vP05JLqgEwrHWA8/NICiwAkY4ndX8XNMMkzEe0oGhEguqg2Jx+cy5MErsJKkyJcFZqL8nCiy0norIdAoMI73qzcX/vEEOyW1QMJnlQCVZLkpy7kDqzGNwYqYoAT41BBPFzK0OGWGFCZiwaiYEb/XlddK9anjXjeZjs966K+OoojN0ji6Rh25QCz2gNuoggiboGb2iN6uwXqx362PZWrHKmVP0B9bnDzeglA0=</latexit>

d�̂

(compute stability of �̂(G))

[Seif et al. ICML 2022]

More stable Less influence on the estimator More Private

<latexit sha1_base64="mXIcGZFjJcXsjUF9oIZZNkbrllY=">AAAB+XicbVBNSwMxEJ31s9avVY9egkWol7IrRT0WPeixgv2A7lKyadqGJtklyRbK0n/ixYMiXv0n3vw3pu0etPXBwOO9GWbmRQln2njet7O2vrG5tV3YKe7u7R8cukfHTR2nitAGiXms2hHWlDNJG4YZTtuJolhEnLai0d3Mb42p0iyWT2aS0FDggWR9RrCxUtd1gyE2WaDZQOBp+f4Cdd2SV/HmQKvEz0kJctS77lfQi0kqqDSEY607vpeYMMPKMMLptBikmiaYjPCAdiyVWFAdZvPLp+jcKj3Uj5UtadBc/T2RYaH1RES2U2Az1MveTPzP66SmfxNmTCapoZIsFvVTjkyMZjGgHlOUGD6xBBPF7K2IDLHCxNiwijYEf/nlVdK8rPhXlepjtVS7zeMowCmcQRl8uIYaPEAdGkBgDM/wCm9O5rw4787HonXNyWdO4A+czx+t0pMK</latexit>

�̂(G)
<latexit sha1_base64="mUOmtvzllqVVlUdZMU3rSIVZHws=">AAACDHicbVDLSgMxFL1TX7W+qi7dBIvYbsqMFHUjFF3osoJ9QGcomTRtQ5OZIckIZegHuPFX3LhQxK0f4M6/MW1nYVsPBA7nnMvNPX7EmdK2/WNlVlbX1jeym7mt7Z3dvfz+QUOFsSS0TkIeypaPFeUsoHXNNKetSFIsfE6b/vBm4jcfqVQsDB70KKKewP2A9RjB2kidfMEdYJ24ivUFHhdvT0voCs1LJWRSdtmeAi0TJyUFSFHr5L/dbkhiQQNNOFaq7diR9hIsNSOcjnNurGiEyRD3advQAAuqvGR6zBidGKWLeqE0L9Boqv6dSLBQaiR8kxRYD9SiNxH/89qx7l16CQuiWNOAzBb1Yo50iCbNoC6TlGg+MgQTycxfERlgiYk2/eVMCc7iycukcVZ2zsuV+0qhep3WkYUjOIYiOHABVbiDGtSBwBO8wBu8W8/Wq/Vhfc6iGSudOYQ5WF+/hqSaAg==</latexit>

�̂(G0) = �̂(G)

Stability of an estimator given G:

/2116



Mechanism (2): Perturbation Stability-based Mechanism 
<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Non-private 
estimator �̂(G)

<latexit sha1_base64="YsGk2iN6IXv0Hr2tC5TVoiBio4Q=">AAAB+XicbVBNS8NAEN3Ur1q/oh69BIvgqSRS1GPRi8cK9gOaEDabTbt0dxN2J4US+k+8eFDEq//Em//GbZuDtj4YeLw3w8y8KONMg+t+W5WNza3tnepubW//4PDIPj7p6jRXhHZIylPVj7CmnEnaAQac9jNFsYg47UXj+7nfm1ClWSqfYJrRQOChZAkjGIwU2nYcFv4IQ+FrNhR4NgvtuttwF3DWiVeSOirRDu0vP05JLqgEwrHWA8/NICiwAkY4ndX8XNMMkzEe0oGhEguqg2Jx+cy5MErsJKkyJcFZqL8nCiy0norIdAoMI73qzcX/vEEOyW1QMJnlQCVZLkpy7kDqzGNwYqYoAT41BBPFzK0OGWGFCZiwaiYEb/XlddK9anjXjeZjs966K+OoojN0ji6Rh25QCz2gNuoggiboGb2iN6uwXqx362PZWrHKmVP0B9bnDzeglA0=</latexit>

d�̂

(compute stability of �̂(G))

[Seif et al. ICML 2022]

More stable Less influence on the estimator More Private

<latexit sha1_base64="mXIcGZFjJcXsjUF9oIZZNkbrllY=">AAAB+XicbVBNSwMxEJ31s9avVY9egkWol7IrRT0WPeixgv2A7lKyadqGJtklyRbK0n/ixYMiXv0n3vw3pu0etPXBwOO9GWbmRQln2njet7O2vrG5tV3YKe7u7R8cukfHTR2nitAGiXms2hHWlDNJG4YZTtuJolhEnLai0d3Mb42p0iyWT2aS0FDggWR9RrCxUtd1gyE2WaDZQOBp+f4Cdd2SV/HmQKvEz0kJctS77lfQi0kqqDSEY607vpeYMMPKMMLptBikmiaYjPCAdiyVWFAdZvPLp+jcKj3Uj5UtadBc/T2RYaH1RES2U2Az1MveTPzP66SmfxNmTCapoZIsFvVTjkyMZjGgHlOUGD6xBBPF7K2IDLHCxNiwijYEf/nlVdK8rPhXlepjtVS7zeMowCmcQRl8uIYaPEAdGkBgDM/wCm9O5rw4787HonXNyWdO4A+czx+t0pMK</latexit>

�̂(G)
<latexit sha1_base64="mUOmtvzllqVVlUdZMU3rSIVZHws=">AAACDHicbVDLSgMxFL1TX7W+qi7dBIvYbsqMFHUjFF3osoJ9QGcomTRtQ5OZIckIZegHuPFX3LhQxK0f4M6/MW1nYVsPBA7nnMvNPX7EmdK2/WNlVlbX1jeym7mt7Z3dvfz+QUOFsSS0TkIeypaPFeUsoHXNNKetSFIsfE6b/vBm4jcfqVQsDB70KKKewP2A9RjB2kidfMEdYJ24ivUFHhdvT0voCs1LJWRSdtmeAi0TJyUFSFHr5L/dbkhiQQNNOFaq7diR9hIsNSOcjnNurGiEyRD3advQAAuqvGR6zBidGKWLeqE0L9Boqv6dSLBQaiR8kxRYD9SiNxH/89qx7l16CQuiWNOAzBb1Yo50iCbNoC6TlGg+MgQTycxfERlgiYk2/eVMCc7iycukcVZ2zsuV+0qhep3WkYUjOIYiOHABVbiDGtSBwBO8wBu8W8/Wq/Vhfc6iGSudOYQ5WF+/hqSaAg==</latexit>

�̂(G0) = �̂(G)
<latexit sha1_base64="4I7yd1efdIoDpbpkBoj8KLmrzYQ=">AAACEHicbVC7TsMwFHV4lvIKMLJYVKjtUiWoAsYKBhiLRB9SE1WO67RWbSfYDlIV9RNY+BUWBhBiZWTjb3DbDLTlSFc6Oude3XtPEDOqtOP8WCura+sbm7mt/PbO7t6+fXDYVFEiMWngiEWyHSBFGBWkoalmpB1LgnjASCsYXk/81iORikbiXo9i4nPUFzSkGGkjde2iN0A69RTtczQu3RSLZegJ8gDn5TLs2gWn4kwBl4mbkQLIUO/a314vwgknQmOGlOq4Tqz9FElNMSPjvJcoEiM8RH3SMVQgTpSfTh8aw1Oj9GAYSVNCw6n6dyJFXKkRD0wnR3qgFr2J+J/XSXR46adUxIkmAs8WhQmDOoKTdGCPSoI1GxmCsKTmVogHSCKsTYZ5E4K7+PIyaZ5V3PNK9a5aqF1lceTAMTgBJeCCC1ADt6AOGgCDJ/AC3sC79Wy9Wh/W56x1xcpmjsAcrK9fpbWbtA==</latexit>

�̂(G00) 6= �̂(G)

Stability of an estimator given G:

/2116



Mechanism (2): Perturbation Stability-based Mechanism 
<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Non-private 
estimator �̂(G)

<latexit sha1_base64="YsGk2iN6IXv0Hr2tC5TVoiBio4Q=">AAAB+XicbVBNS8NAEN3Ur1q/oh69BIvgqSRS1GPRi8cK9gOaEDabTbt0dxN2J4US+k+8eFDEq//Em//GbZuDtj4YeLw3w8y8KONMg+t+W5WNza3tnepubW//4PDIPj7p6jRXhHZIylPVj7CmnEnaAQac9jNFsYg47UXj+7nfm1ClWSqfYJrRQOChZAkjGIwU2nYcFv4IQ+FrNhR4NgvtuttwF3DWiVeSOirRDu0vP05JLqgEwrHWA8/NICiwAkY4ndX8XNMMkzEe0oGhEguqg2Jx+cy5MErsJKkyJcFZqL8nCiy0norIdAoMI73qzcX/vEEOyW1QMJnlQCVZLkpy7kDqzGNwYqYoAT41BBPFzK0OGWGFCZiwaiYEb/XlddK9anjXjeZjs966K+OoojN0ji6Rh25QCz2gNuoggiboGb2iN6uwXqx362PZWrHKmVP0B9bnDzeglA0=</latexit>

d�̂

(compute stability of �̂(G))

<latexit sha1_base64="K+XFccFAY0AjjKzh7lXGmrXSXWw=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWw203bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4gPOqLHSY89wEWIWTvvlilt15yCrxMtJBXI0+uWvXhizVGJkmKBadz03MX5GleFM4LTUSzUmlI3pELuWRlSi9rP5wVNyZpWQDGJlKzJkrv6eyKjUeiID2ympGellbyb+53VTM7j2Mx4lqcGILRYNUkFMTGbfk5ArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4AJ+eQpw==</latexit>

d̃Laplacian

Mechanism

Private estimate
of Stability

[Seif et al. ICML 2022]

More stable Less influence on the estimator More Private

<latexit sha1_base64="mXIcGZFjJcXsjUF9oIZZNkbrllY=">AAAB+XicbVBNSwMxEJ31s9avVY9egkWol7IrRT0WPeixgv2A7lKyadqGJtklyRbK0n/ixYMiXv0n3vw3pu0etPXBwOO9GWbmRQln2njet7O2vrG5tV3YKe7u7R8cukfHTR2nitAGiXms2hHWlDNJG4YZTtuJolhEnLai0d3Mb42p0iyWT2aS0FDggWR9RrCxUtd1gyE2WaDZQOBp+f4Cdd2SV/HmQKvEz0kJctS77lfQi0kqqDSEY607vpeYMMPKMMLptBikmiaYjPCAdiyVWFAdZvPLp+jcKj3Uj5UtadBc/T2RYaH1RES2U2Az1MveTPzP66SmfxNmTCapoZIsFvVTjkyMZjGgHlOUGD6xBBPF7K2IDLHCxNiwijYEf/nlVdK8rPhXlepjtVS7zeMowCmcQRl8uIYaPEAdGkBgDM/wCm9O5rw4787HonXNyWdO4A+czx+t0pMK</latexit>

�̂(G)
<latexit sha1_base64="mUOmtvzllqVVlUdZMU3rSIVZHws=">AAACDHicbVDLSgMxFL1TX7W+qi7dBIvYbsqMFHUjFF3osoJ9QGcomTRtQ5OZIckIZegHuPFX3LhQxK0f4M6/MW1nYVsPBA7nnMvNPX7EmdK2/WNlVlbX1jeym7mt7Z3dvfz+QUOFsSS0TkIeypaPFeUsoHXNNKetSFIsfE6b/vBm4jcfqVQsDB70KKKewP2A9RjB2kidfMEdYJ24ivUFHhdvT0voCs1LJWRSdtmeAi0TJyUFSFHr5L/dbkhiQQNNOFaq7diR9hIsNSOcjnNurGiEyRD3advQAAuqvGR6zBidGKWLeqE0L9Boqv6dSLBQaiR8kxRYD9SiNxH/89qx7l16CQuiWNOAzBb1Yo50iCbNoC6TlGg+MgQTycxfERlgiYk2/eVMCc7iycukcVZ2zsuV+0qhep3WkYUjOIYiOHABVbiDGtSBwBO8wBu8W8/Wq/Vhfc6iGSudOYQ5WF+/hqSaAg==</latexit>

�̂(G0) = �̂(G)
<latexit sha1_base64="4I7yd1efdIoDpbpkBoj8KLmrzYQ=">AAACEHicbVC7TsMwFHV4lvIKMLJYVKjtUiWoAsYKBhiLRB9SE1WO67RWbSfYDlIV9RNY+BUWBhBiZWTjb3DbDLTlSFc6Oude3XtPEDOqtOP8WCura+sbm7mt/PbO7t6+fXDYVFEiMWngiEWyHSBFGBWkoalmpB1LgnjASCsYXk/81iORikbiXo9i4nPUFzSkGGkjde2iN0A69RTtczQu3RSLZegJ8gDn5TLs2gWn4kwBl4mbkQLIUO/a314vwgknQmOGlOq4Tqz9FElNMSPjvJcoEiM8RH3SMVQgTpSfTh8aw1Oj9GAYSVNCw6n6dyJFXKkRD0wnR3qgFr2J+J/XSXR46adUxIkmAs8WhQmDOoKTdGCPSoI1GxmCsKTmVogHSCKsTYZ5E4K7+PIyaZ5V3PNK9a5aqF1lceTAMTgBJeCCC1ADt6AOGgCDJ/AC3sC79Wy9Wh/W56x1xcpmjsAcrK9fpbWbtA==</latexit>

�̂(G00) 6= �̂(G)

Stability of an estimator given G:

/2116



Mechanism (2): Perturbation Stability-based Mechanism 
<latexit sha1_base64="JTjjbaS9dJ6BA+cLxE7Rt7VC/t0="></latexit>

A =

2

4
0 0 1
0 0 0
1 0 0

3

5

Non-private 
estimator �̂(G)

<latexit sha1_base64="6p/d5NG0hYSXvLw1Da8EekGlmng=">AAACF3icbVC7SgNBFJ31GeMramkzGITYxF0JaqVBG8sIRoVsCLOzN8mQ2Z1l5q4QlvyFjb9iY6GIrXb+jbNJCl8HBg7nnMude4JECoOu++nMzM7NLywWlorLK6tr66WNzWujUs2hyZVU+jZgBqSIoYkCJdwmGlgUSLgJBue5f3MH2ggVX+EwgXbEerHoCs7QSp1S1UchQ8jCEfVVHgTMTkcn1JeqV/H2/RAksr19HxIjZD5QdqvuGPQv8aakTKZodEoffqh4GkGMXDJjWp6bYDtjGgWXMCr6qYGE8QHrQcvSmEVg2tn4rhHdtUpIu0rbFyMdq98nMhYZM4wCm4wY9s1vLxf/81opdo/bmYiTFCHmk0XdVFJUNC+JhkIDRzm0hHEt7F8p7zPNONqGirYE7/fJf8n1QdU7rNYua+X62bSOAtkmO6RCPHJE6uSCNEiTcHJPHskzeXEenCfn1XmbRGec6cwW+QHn/Qus75+d</latexit>

d̃
?
> log(1/�)/✏

<latexit sha1_base64="woRPDc175ZDQld9yhyWQl3AWDwE=">AAAB+HicbVBNS8NAEN3Ur1o/GvXoZbEI9VISKeqx6EGPFewHNKFstpt26WYTdidCDf0lXjwo4tWf4s1/47bNQVsfDDzem2FmXpAIrsFxvq3C2vrG5lZxu7Szu7dftg8O2zpOFWUtGotYdQOimeCStYCDYN1EMRIFgnWC8c3M7zwypXksH2CSMD8iQ8lDTgkYqW+XvRGBzNN8GJFp9fasb1ecmjMHXiVuTiooR7Nvf3mDmKYRk0AF0brnOgn4GVHAqWDTkpdqlhA6JkPWM1SSiGk/mx8+xadGGeAwVqYk4Ln6eyIjkdaTKDCdEYGRXvZm4n9eL4Xwys+4TFJgki4WhanAEONZCnjAFaMgJoYQqri5FdMRUYSCyapkQnCXX14l7fOae1Gr39crjes8jiI6Rieoilx0iRroDjVRC1GUomf0it6sJ+vFerc+Fq0FK585Qn9gff4AUp2S4A==</latexit>

�̂(G)

<latexit sha1_base64="jLqEDkNB6KmViGiU/KtsFM4iOkc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69BIvgqSQi6rHoxWMF0xbaUDbbSbt0s1l2N0IJ/Q1ePCji1R/kzX/jts1BWx8MPN6bYWZeJDnTxvO+ndLa+sbmVnm7srO7t39QPTxq6TRTFAOa8lR1IqKRM4GBYYZjRyokScSxHY3vZn77CZVmqXg0E4lhQoaCxYwSY6WgJ1HJfrXm1b053FXiF6QGBZr96ldvkNIsQWEoJ1p3fU+aMCfKMMpxWullGiWhYzLErqWCJKjDfH7s1D2zysCNU2VLGHeu/p7ISaL1JIlsZ0LMSC97M/E/r5uZ+CbMmZCZQUEXi+KMuyZ1Z5+7A6aQGj6xhFDF7K0uHRFFqLH5VGwI/vLLq6R1Ufev6pcPl7XGbRFHGU7gFM7Bh2towD00IQAKDJ7hFd4c4bw4787HorXkFDPH8AfO5w/v2I7I</latexit>?

Yes

No

<latexit sha1_base64="YsGk2iN6IXv0Hr2tC5TVoiBio4Q=">AAAB+XicbVBNS8NAEN3Ur1q/oh69BIvgqSRS1GPRi8cK9gOaEDabTbt0dxN2J4US+k+8eFDEq//Em//GbZuDtj4YeLw3w8y8KONMg+t+W5WNza3tnepubW//4PDIPj7p6jRXhHZIylPVj7CmnEnaAQac9jNFsYg47UXj+7nfm1ClWSqfYJrRQOChZAkjGIwU2nYcFv4IQ+FrNhR4NgvtuttwF3DWiVeSOirRDu0vP05JLqgEwrHWA8/NICiwAkY4ndX8XNMMkzEe0oGhEguqg2Jx+cy5MErsJKkyJcFZqL8nCiy0norIdAoMI73qzcX/vEEOyW1QMJnlQCVZLkpy7kDqzGNwYqYoAT41BBPFzK0OGWGFCZiwaiYEb/XlddK9anjXjeZjs966K+OoojN0ji6Rh25QCz2gNuoggiboGb2iN6uwXqx362PZWrHKmVP0B9bnDzeglA0=</latexit>

d�̂

(compute stability of �̂(G))

<latexit sha1_base64="K+XFccFAY0AjjKzh7lXGmrXSXWw=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWw203bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4gPOqLHSY89wEWIWTvvlilt15yCrxMtJBXI0+uWvXhizVGJkmKBadz03MX5GleFM4LTUSzUmlI3pELuWRlSi9rP5wVNyZpWQDGJlKzJkrv6eyKjUeiID2ympGellbyb+53VTM7j2Mx4lqcGILRYNUkFMTGbfk5ArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4AJ+eQpw==</latexit>

d̃Laplacian

Mechanism

Private estimate
of Stability

[Seif et al. ICML 2022]

More stable Less influence on the estimator More Private

<latexit sha1_base64="mXIcGZFjJcXsjUF9oIZZNkbrllY=">AAAB+XicbVBNSwMxEJ31s9avVY9egkWol7IrRT0WPeixgv2A7lKyadqGJtklyRbK0n/ixYMiXv0n3vw3pu0etPXBwOO9GWbmRQln2njet7O2vrG5tV3YKe7u7R8cukfHTR2nitAGiXms2hHWlDNJG4YZTtuJolhEnLai0d3Mb42p0iyWT2aS0FDggWR9RrCxUtd1gyE2WaDZQOBp+f4Cdd2SV/HmQKvEz0kJctS77lfQi0kqqDSEY607vpeYMMPKMMLptBikmiaYjPCAdiyVWFAdZvPLp+jcKj3Uj5UtadBc/T2RYaH1RES2U2Az1MveTPzP66SmfxNmTCapoZIsFvVTjkyMZjGgHlOUGD6xBBPF7K2IDLHCxNiwijYEf/nlVdK8rPhXlepjtVS7zeMowCmcQRl8uIYaPEAdGkBgDM/wCm9O5rw4787HonXNyWdO4A+czx+t0pMK</latexit>

�̂(G)
<latexit sha1_base64="mUOmtvzllqVVlUdZMU3rSIVZHws=">AAACDHicbVDLSgMxFL1TX7W+qi7dBIvYbsqMFHUjFF3osoJ9QGcomTRtQ5OZIckIZegHuPFX3LhQxK0f4M6/MW1nYVsPBA7nnMvNPX7EmdK2/WNlVlbX1jeym7mt7Z3dvfz+QUOFsSS0TkIeypaPFeUsoHXNNKetSFIsfE6b/vBm4jcfqVQsDB70KKKewP2A9RjB2kidfMEdYJ24ivUFHhdvT0voCs1LJWRSdtmeAi0TJyUFSFHr5L/dbkhiQQNNOFaq7diR9hIsNSOcjnNurGiEyRD3advQAAuqvGR6zBidGKWLeqE0L9Boqv6dSLBQaiR8kxRYD9SiNxH/89qx7l16CQuiWNOAzBb1Yo50iCbNoC6TlGg+MgQTycxfERlgiYk2/eVMCc7iycukcVZ2zsuV+0qhep3WkYUjOIYiOHABVbiDGtSBwBO8wBu8W8/Wq/Vhfc6iGSudOYQ5WF+/hqSaAg==</latexit>

�̂(G0) = �̂(G)
<latexit sha1_base64="4I7yd1efdIoDpbpkBoj8KLmrzYQ=">AAACEHicbVC7TsMwFHV4lvIKMLJYVKjtUiWoAsYKBhiLRB9SE1WO67RWbSfYDlIV9RNY+BUWBhBiZWTjb3DbDLTlSFc6Oude3XtPEDOqtOP8WCura+sbm7mt/PbO7t6+fXDYVFEiMWngiEWyHSBFGBWkoalmpB1LgnjASCsYXk/81iORikbiXo9i4nPUFzSkGGkjde2iN0A69RTtczQu3RSLZegJ8gDn5TLs2gWn4kwBl4mbkQLIUO/a314vwgknQmOGlOq4Tqz9FElNMSPjvJcoEiM8RH3SMVQgTpSfTh8aw1Oj9GAYSVNCw6n6dyJFXKkRD0wnR3qgFr2J+J/XSXR46adUxIkmAs8WhQmDOoKTdGCPSoI1GxmCsKTmVogHSCKsTYZ5E4K7+PIyaZ5V3PNK9a5aqF1lceTAMTgBJeCCC1ADt6AOGgCDJ/AC3sC79Wy9Wh/W56x1xcpmjsAcrK9fpbWbtA==</latexit>

�̂(G00) 6= �̂(G)

Stability of an estimator given G:
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<latexit sha1_base64="IIjvcZQoey/2LXbZdxadkbep/fk="></latexit>

St = (St�1)
+ + log

Pr(At; �̂t�1)

Pr(At;�pre)

•The adaptive CUSUM statistic:

<latexit sha1_base64="po6PLyMti6/wz5jaowA8BT9G0Dc="></latexit>

S̃t = St + Lap

✓
4C

✏

◆
<latexit sha1_base64="dWdoYxukf+zhMy+G8ikSPcKW7FU=">AAACBXicbVC7SgNBFJ31GeNr1VKLxSDYGHaDRBshmMYygnlANoTZyWwyZHZmmbkrxCWNjb9iY6GIrf9g5984SbbQxAOXezjnXmbuCWLONLjut7W0vLK6tp7byG9ube/s2nv7DS0TRWidSC5VK8CaciZoHRhw2ooVxVHAaTMYVid+854qzaS4g1FMOxHuCxYygsFIXfuoelXyuez7ocIk9c78Bwp4nM5a1y64RXcKZ5F4GSmgDLWu/eX3JEkiKoBwrHXbc2PopFgBI5yO836iaYzJEPdp21CBI6o76fSKsXNilJ4TSmVKgDNVf2+kONJ6FAVmMsIw0PPeRPzPaycQXnZSJuIEqCCzh8KEOyCdSSROjylKgI8MwUQx81eHDLDJA0xweROCN3/yImmUil65WL49L1Suszhy6BAdo1PkoQtUQTeohuqIoEf0jF7Rm/VkvVjv1sdsdMnKdg7QH1ifP1gumIQ=</latexit>

C = 2 log
1� ⇣

⇣

Detection procedure

Add Laplacian noice to protect individual data
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<latexit sha1_base64="IIjvcZQoey/2LXbZdxadkbep/fk="></latexit>

St = (St�1)
+ + log

Pr(At; �̂t�1)

Pr(At;�pre)

•The adaptive CUSUM statistic:

<latexit sha1_base64="po6PLyMti6/wz5jaowA8BT9G0Dc="></latexit>

S̃t = St + Lap

✓
4C

✏

◆
<latexit sha1_base64="dWdoYxukf+zhMy+G8ikSPcKW7FU=">AAACBXicbVC7SgNBFJ31GeNr1VKLxSDYGHaDRBshmMYygnlANoTZyWwyZHZmmbkrxCWNjb9iY6GIrf9g5984SbbQxAOXezjnXmbuCWLONLjut7W0vLK6tp7byG9ube/s2nv7DS0TRWidSC5VK8CaciZoHRhw2ooVxVHAaTMYVid+854qzaS4g1FMOxHuCxYygsFIXfuoelXyuez7ocIk9c78Bwp4nM5a1y64RXcKZ5F4GSmgDLWu/eX3JEkiKoBwrHXbc2PopFgBI5yO836iaYzJEPdp21CBI6o76fSKsXNilJ4TSmVKgDNVf2+kONJ6FAVmMsIw0PPeRPzPaycQXnZSJuIEqCCzh8KEOyCdSSROjylKgI8MwUQx81eHDLDJA0xweROCN3/yImmUil65WL49L1Suszhy6BAdo1PkoQtUQTeohuqIoEf0jF7Rm/VkvVjv1sdsdMnKdg7QH1ifP1gumIQ=</latexit>

C = 2 log
1� ⇣

⇣

<latexit sha1_base64="dn2xqtEPupQIuUkH6Z3akiyLH7A=">AAACFXicbVBNSwMxEM36bf2qevQSLIIHKbsiKoIgevGoaD+gW0o2nW1Ds9k1mRXK0j/hxb/ixYMiXgVv/huztYJWHwy8vDdDZl6QSGHQdT+cicmp6ZnZufnCwuLS8kpxda1q4lRzqPBYxroeMANSKKigQAn1RAOLAgm1oHeW+7Vb0EbE6hr7CTQj1lEiFJyhlVrFnWt67AsV+hkeUR+FbAO9aiH1O3Dz/Q78wQ61KLSKJbfsDkH/Em9ESmSEi1bx3W/HPI1AIZfMmIbnJtjMmEbBJQwKfmogYbzHOtCwVLEITDMbXjWgW1Zp0zDWthTSofpzImORMf0osJ0Rw64Z93LxP6+RYnjYzIRKUgTFvz4KU0kxpnlEtC00cJR9SxjXwu5KeZdpxtEGmYfgjZ/8l1R3y95+ef9yr3RyOopjjmyQTbJNPHJATsg5uSAVwskdeSBP5Nm5dx6dF+f1q3XCGc2sk19w3j4BXKacaQ==</latexit>

T = inf{t : S̃t � b̃},

Detection procedure

•Stopping time:

Add Laplacian noice to protect individual data
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<latexit sha1_base64="IIjvcZQoey/2LXbZdxadkbep/fk="></latexit>

St = (St�1)
+ + log

Pr(At; �̂t�1)

Pr(At;�pre)

•The adaptive CUSUM statistic:

<latexit sha1_base64="po6PLyMti6/wz5jaowA8BT9G0Dc="></latexit>

S̃t = St + Lap

✓
4C

✏

◆
<latexit sha1_base64="dWdoYxukf+zhMy+G8ikSPcKW7FU=">AAACBXicbVC7SgNBFJ31GeNr1VKLxSDYGHaDRBshmMYygnlANoTZyWwyZHZmmbkrxCWNjb9iY6GIrf9g5984SbbQxAOXezjnXmbuCWLONLjut7W0vLK6tp7byG9ube/s2nv7DS0TRWidSC5VK8CaciZoHRhw2ooVxVHAaTMYVid+854qzaS4g1FMOxHuCxYygsFIXfuoelXyuez7ocIk9c78Bwp4nM5a1y64RXcKZ5F4GSmgDLWu/eX3JEkiKoBwrHXbc2PopFgBI5yO836iaYzJEPdp21CBI6o76fSKsXNilJ4TSmVKgDNVf2+kONJ6FAVmMsIw0PPeRPzPaycQXnZSJuIEqCCzh8KEOyCdSSROjylKgI8MwUQx81eHDLDJA0xweROCN3/yImmUil65WL49L1Suszhy6BAdo1PkoQtUQTeohuqIoEf0jF7Rm/VkvVjv1sdsdMnKdg7QH1ifP1gumIQ=</latexit>

C = 2 log
1� ⇣

⇣

<latexit sha1_base64="dn2xqtEPupQIuUkH6Z3akiyLH7A=">AAACFXicbVBNSwMxEM36bf2qevQSLIIHKbsiKoIgevGoaD+gW0o2nW1Ds9k1mRXK0j/hxb/ixYMiXgVv/huztYJWHwy8vDdDZl6QSGHQdT+cicmp6ZnZufnCwuLS8kpxda1q4lRzqPBYxroeMANSKKigQAn1RAOLAgm1oHeW+7Vb0EbE6hr7CTQj1lEiFJyhlVrFnWt67AsV+hkeUR+FbAO9aiH1O3Dz/Q78wQ61KLSKJbfsDkH/Em9ESmSEi1bx3W/HPI1AIZfMmIbnJtjMmEbBJQwKfmogYbzHOtCwVLEITDMbXjWgW1Zp0zDWthTSofpzImORMf0osJ0Rw64Z93LxP6+RYnjYzIRKUgTFvz4KU0kxpnlEtC00cJR9SxjXwu5KeZdpxtEGmYfgjZ/8l1R3y95+ef9yr3RyOopjjmyQTbJNPHJATsg5uSAVwskdeSBP5Nm5dx6dF+f1q3XCGc2sk19w3j4BXKacaQ==</latexit>

T = inf{t : S̃t � b̃},

Detection procedure

•Stopping time:

<latexit sha1_base64="vQVG5eBcJnz9ll3kCbzIOjWKoZg=">AAACHnicbVDLSgMxFM34rPU16tJNsAh10TJTtLqSohuXFewDOmPJpGkbmnmY3BHq0C9x46+4caGI4Er/xrSdhbYeCJyccy7JPV4kuALL+jYWFpeWV1Yza9n1jc2tbXNnt67CWFJWo6EIZdMjigkesBpwEKwZSUZ8T7CGN7gc+417JhUPgxsYRsz1SS/gXU4JaKltnmBMsOPxXt5RdxISu+A8MCAjXMBTIb2OI0e3SWmEzzG222bOKloT4HlipySHUlTb5qfTCWnsswCoIEq1bCsCNyESOBVslHVixSJCB6THWpoGxGfKTSbrjfChVjq4G0p9AsAT9fdEQnylhr6nkz6Bvpr1xuJ/XiuG7pmb8CCKgQV0+lA3FhhCPO4Kd7hkFMRQE0Il13/FtE8koaAbzeoS7NmV50m9VLTLxfL1ca5ykdaRQfvoAOWRjU5RBV2hKqohih7RM3pFb8aT8WK8Gx/T6IKRzuyhPzC+fgAJ46CU</latexit>

a
�p

1� ⇣ �
p

⇣
�2

> 1
<latexit sha1_base64="IRg3d32Uk2YZg1K61f7hi7esEJg=">AAAB+HicbVBNSwMxEJ31s9aPrnr0EixCvZRdkepFKHrxZgX7Ae1Ssmm2Dc0mS5IVaukv8eJBEa/+FG/+G9N2D9r6YODx3gwz88KEM20879tZWV1b39jMbeW3d3b3Cu7+QUPLVBFaJ5JL1QqxppwJWjfMcNpKFMVxyGkzHN5M/eYjVZpJ8WBGCQ1i3BcsYgQbK3XdQocmmnEp0BW6K/mnXbfolb0Z0DLxM1KEDLWu+9XpSZLGVBjCsdZt30tMMMbKMMLpJN9JNU0wGeI+bVsqcEx1MJ4dPkEnVumhSCpbwqCZ+ntijGOtR3FoO2NsBnrRm4r/ee3URJfBmIkkNVSQ+aIo5chINE0B9ZiixPCRJZgoZm9FZIAVJsZmlbch+IsvL5PGWdmvlCv358XqdRZHDo7gGErgwwVU4RZqUAcCKTzDK7w5T86L8+58zFtXnGzmEP7A+fwB4H6R8A==</latexit>

✏ = O(1)

•Differentially Private Exact Recovery Condition ( ):P( ̂σ = σ*) = 1 − o(1)

Add Laplacian noice to protect individual data
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<latexit sha1_base64="IIjvcZQoey/2LXbZdxadkbep/fk="></latexit>

St = (St�1)
+ + log

Pr(At; �̂t�1)

Pr(At;�pre)

•The adaptive CUSUM statistic:

<latexit sha1_base64="po6PLyMti6/wz5jaowA8BT9G0Dc="></latexit>

S̃t = St + Lap

✓
4C

✏

◆
<latexit sha1_base64="dWdoYxukf+zhMy+G8ikSPcKW7FU=">AAACBXicbVC7SgNBFJ31GeNr1VKLxSDYGHaDRBshmMYygnlANoTZyWwyZHZmmbkrxCWNjb9iY6GIrf9g5984SbbQxAOXezjnXmbuCWLONLjut7W0vLK6tp7byG9ube/s2nv7DS0TRWidSC5VK8CaciZoHRhw2ooVxVHAaTMYVid+854qzaS4g1FMOxHuCxYygsFIXfuoelXyuez7ocIk9c78Bwp4nM5a1y64RXcKZ5F4GSmgDLWu/eX3JEkiKoBwrHXbc2PopFgBI5yO836iaYzJEPdp21CBI6o76fSKsXNilJ4TSmVKgDNVf2+kONJ6FAVmMsIw0PPeRPzPaycQXnZSJuIEqCCzh8KEOyCdSSROjylKgI8MwUQx81eHDLDJA0xweROCN3/yImmUil65WL49L1Suszhy6BAdo1PkoQtUQTeohuqIoEf0jF7Rm/VkvVjv1sdsdMnKdg7QH1ifP1gumIQ=</latexit>

C = 2 log
1� ⇣

⇣

<latexit sha1_base64="dn2xqtEPupQIuUkH6Z3akiyLH7A=">AAACFXicbVBNSwMxEM36bf2qevQSLIIHKbsiKoIgevGoaD+gW0o2nW1Ds9k1mRXK0j/hxb/ixYMiXgVv/huztYJWHwy8vDdDZl6QSGHQdT+cicmp6ZnZufnCwuLS8kpxda1q4lRzqPBYxroeMANSKKigQAn1RAOLAgm1oHeW+7Vb0EbE6hr7CTQj1lEiFJyhlVrFnWt67AsV+hkeUR+FbAO9aiH1O3Dz/Q78wQ61KLSKJbfsDkH/Em9ESmSEi1bx3W/HPI1AIZfMmIbnJtjMmEbBJQwKfmogYbzHOtCwVLEITDMbXjWgW1Zp0zDWthTSofpzImORMf0osJ0Rw64Z93LxP6+RYnjYzIRKUgTFvz4KU0kxpnlEtC00cJR9SxjXwu5KeZdpxtEGmYfgjZ/8l1R3y95+ef9yr3RyOopjjmyQTbJNPHJATsg5uSAVwskdeSBP5Nm5dx6dF+f1q3XCGc2sk19w3j4BXKacaQ==</latexit>

T = inf{t : S̃t � b̃},

Detection procedure

•Stopping time:

<latexit sha1_base64="vQVG5eBcJnz9ll3kCbzIOjWKoZg=">AAACHnicbVDLSgMxFM34rPU16tJNsAh10TJTtLqSohuXFewDOmPJpGkbmnmY3BHq0C9x46+4caGI4Er/xrSdhbYeCJyccy7JPV4kuALL+jYWFpeWV1Yza9n1jc2tbXNnt67CWFJWo6EIZdMjigkesBpwEKwZSUZ8T7CGN7gc+417JhUPgxsYRsz1SS/gXU4JaKltnmBMsOPxXt5RdxISu+A8MCAjXMBTIb2OI0e3SWmEzzG222bOKloT4HlipySHUlTb5qfTCWnsswCoIEq1bCsCNyESOBVslHVixSJCB6THWpoGxGfKTSbrjfChVjq4G0p9AsAT9fdEQnylhr6nkz6Bvpr1xuJ/XiuG7pmb8CCKgQV0+lA3FhhCPO4Kd7hkFMRQE0Il13/FtE8koaAbzeoS7NmV50m9VLTLxfL1ca5ykdaRQfvoAOWRjU5RBV2hKqohih7RM3pFb8aT8WK8Gx/T6IKRzuyhPzC+fgAJ46CU</latexit>

a
�p

1� ⇣ �
p

⇣
�2

> 1
<latexit sha1_base64="IRg3d32Uk2YZg1K61f7hi7esEJg=">AAAB+HicbVBNSwMxEJ31s9aPrnr0EixCvZRdkepFKHrxZgX7Ae1Ssmm2Dc0mS5IVaukv8eJBEa/+FG/+G9N2D9r6YODx3gwz88KEM20879tZWV1b39jMbeW3d3b3Cu7+QUPLVBFaJ5JL1QqxppwJWjfMcNpKFMVxyGkzHN5M/eYjVZpJ8WBGCQ1i3BcsYgQbK3XdQocmmnEp0BW6K/mnXbfolb0Z0DLxM1KEDLWu+9XpSZLGVBjCsdZt30tMMMbKMMLpJN9JNU0wGeI+bVsqcEx1MJ4dPkEnVumhSCpbwqCZ+ntijGOtR3FoO2NsBnrRm4r/ee3URJfBmIkkNVSQ+aIo5chINE0B9ZiixPCRJZgoZm9FZIAVJsZmlbch+IsvL5PGWdmvlCv358XqdRZHDo7gGErgwwVU4RZqUAcCKTzDK7w5T86L8+58zFtXnGzmEP7A+fwB4H6R8A==</latexit>

✏ = O(1)

•Differentially Private Exact Recovery Condition ( ):P( ̂σ = σ*) = 1 − o(1)

•Detection Delay:
<latexit sha1_base64="3QHl1w0XyfX/MVVtM8GWG0dcgoI="></latexit>

WADD(T ) =
log �

I0
(1 + o(1))

<latexit sha1_base64="0invXPn8ACPaNoOXSoNeA6CSNF4="></latexit>

I0 =
1

2
(log

1� ⇣

⇣
)p̃(1� 2⇣)(

✓
n

2

◆
�

X

i<j

�pre
i �pre

j �post
i �post

j )

Add Laplacian noice to protect individual data
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<latexit sha1_base64="cm/f6Bum0U0KYhSygDtbWBCPA1w=">AAAB8XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C1IvHCOaByRJmJ5NkdHZ2mekVwpK/8OJBEa/+jTf/xkmyB00saCiquunuCmIpDLrut5NbWl5ZXcuvFzY2t7Z3irt7DRMlmvE6i2SkWwE1XArF6yhQ8lasOQ0DyZvB4/XEbz5xbUSk7nAUcz+kAyX6glG00v1lNxUPY3JB3G6x5JbdKcgi8TJSggy1bvGr04tYEnKFTFJj2p4bo59SjYJJPi50EsNjyh7pgLctVTTkxk+nF4/JkVV6pB9pWwrJVP09kdLQmFEY2M6Q4tDMexPxP6+dYP/cT4WKE+SKzRb1E0kwIpP3SU9ozlCOLKFMC3srYUOqKUMbUsGG4M2/vEgaJ2WvUq7cnpaqV1kceTiAQzgGD86gCjdQgzowUPAMr/DmGOfFeXc+Zq05J5vZhz9wPn8AQQWQAQ==</latexit>

Aij = 0

<latexit sha1_base64="udLRHtSDfAzAdiBje2fs8PLr2CY=">AAAB8nicbVBNSwMxEM3Wr1q/qh69BIsgCGVXpHoRql48VrAfsF1KNs22sdlkSWaFsvRnePGgiFd/jTf/jWm7B60+GHi8N8PMvDAR3IDrfjmFpeWV1bXiemljc2t7p7y71zIq1ZQ1qRJKd0JimOCSNYGDYJ1EMxKHgrXD0c3Ubz8ybbiS9zBOWBCTgeQRpwSs5F/1Mv4wwZf4xOuVK27VnQH/JV5OKihHo1f+7PYVTWMmgQpijO+5CQQZ0cCpYJNSNzUsIXREBsy3VJKYmSCbnTzBR1bp40hpWxLwTP05kZHYmHEc2s6YwNAselPxP89PIboIMi6TFJik80VRKjAoPP0f97lmFMTYEkI1t7diOiSaULAplWwI3uLLf0nrtOrVqrW7s0r9Oo+jiA7QITpGHjpHdXSLGqiJKFLoCb2gVwecZ+fNeZ+3Fpx8Zh/9gvPxDau+kDc=</latexit>

Aij = +1
<latexit sha1_base64="bBNtK0TjgeegTcmCVB6fsDuuiLg=">AAAB8nicbVBNSwMxEM3Wr1q/qh69BIvgxbIrUr0IVS8eK9gP2C4lm2bb2GyyJLNCWfozvHhQxKu/xpv/xrTdg1YfDDzem2FmXpgIbsB1v5zC0vLK6lpxvbSxubW9U97daxmVasqaVAmlOyExTHDJmsBBsE6iGYlDwdrh6Gbqtx+ZNlzJexgnLIjJQPKIUwJW8q96GX+Y4Et84vXKFbfqzoD/Ei8nFZSj0St/dvuKpjGTQAUxxvfcBIKMaOBUsEmpmxqWEDoiA+ZbKknMTJDNTp7gI6v0caS0LQl4pv6cyEhszDgObWdMYGgWvan4n+enEF0EGZdJCkzS+aIoFRgUnv6P+1wzCmJsCaGa21sxHRJNKNiUSjYEb/Hlv6R1WvVq1drdWaV+ncdRRAfoEB0jD52jOrpFDdREFCn0hF7QqwPOs/PmvM9bC04+s49+wfn4Bq7IkDk=</latexit>

Aij = �1

<latexit sha1_base64="qfBSS8NFcw3arJuZVlgOC8EX55M=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVrV6EohePFewHtEvJptk2NpssSVYoS/+DFw+KePX/ePPfmG33oK0PBh7vzTAzL4g508Z1v53Cyura+kZxs7S1vbO7V94/aGmZKEKbRHKpOgHWlDNBm4YZTjuxojgKOG0H49vMbz9RpZkUD2YSUz/CQ8FCRrCxUkuga3Th9ssVt+rOgJaJl5MK5Gj0y1+9gSRJRIUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSgSOq/XR27RSdWGWAQqlsCYNm6u+JFEdaT6LAdkbYjPSil4n/ed3EhFd+ykScGCrIfFGYcGQkyl5HA6YoMXxiCSaK2VsRGWGFibEBlWwI3uLLy6R1VvVq1dr9eaV+k8dRhCM4hlPw4BLqcAcNaAKBR3iGV3hzpPPivDsf89aCk88cwh84nz/to44R</latexit>

n = 50

(trade between two countries exceeds 4 products)
(trade between two countries is less than 4 products)
(no trade at all)

Dataset: Worldwide Agricultural Trade Dataset

Real-world Datasets
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Impact of Graph Perturbation

Real-world Datasets

We treat the year 2002 as the true change-point location, as commonly found in 
previous studies.

•2002 marked a significant turning point in global commodity prices, which likely 
influenced trade patterns of various countries 
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Seif, Mohamed, Liyan Xie, Andrea J. Goldsmith, and H. Vincent Poor. ”Private Online Community 
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• Several Open Problems 

• Studying the impact of privacy on other recovery notions (e.g., weak recovery) and the 

impact on detection efficiency.

• Studying other realistic random graph models (e.g., degree corrected SBMs, overlapping 

communities…)

Conclusions & Open Problems

Thank you!
liyanxie@umn.eduEmail:

Seif, Mohamed, Liyan Xie, Andrea J. Goldsmith, and H. Vincent Poor. ”Private Online Community 
Detection for Censored Block Models.” 2024. https://arxiv.org/pdf/2405.05724 
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